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Foreword

This Technical Report has been produced by GISFI.

The contents of the present document are subject to continuing work within the Technical Working Group (TWG) and may change following formal TWG approval. Should the TWG modify the contents of the present document, it will be re-released by the TWG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TWG for information;

2
presented to TWG for approval;

3
or greater indicates TWG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Internet of Things (IoT) communications is the communication between two or more entities that do not necessarily need any direct human intervention. IoT services intend to automate decision and communication processes. 

The IoT service requirements detailed in this document enable consistent, cost-effective, communication for wide-range ubiquitous applications. Examples of such applications include: fleet management, smart metering, home automation, e-health, etc.

The present document, together with the architecture specification, TS  [x], forms the basis for the IOT communications detailed technical specifications. 

The present document studies general and functional requirements for IOT communication services..

1
Scope

The present document specifies the IOT service requirements aiming at an efficient end-to-end delivery of IOT services. 

The present document contains the following sections:

( Reference Architecture Summary Provides a Summary of IoT Reference Architecture

( Baseline Requirements – Summary  Provides a Summary of Baseline Requirements

( Solution Specifications – This section provides specifications of various solutions proposed for addressing the stated platform requirements

· Integrated Architecture – Summary    Provides a summary of the integrated platform architecture specifications
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

[1]
Technical Report on IoT Reference Architecture (Draft - GISFI_IoT_201203175)
[2]. 
Frame-work document for Technical Report on IoT Service Requirements (Draft GISFI_IoT_201106103)
3
Definitions, symbols and abbreviations

For the purposes of the present document, the following terms and definitions apply:

IOT System : this term is used in this document as meaning the IOT System in general, by reference to the architecture ( to be put in the IOT Definitions TR.
3.1
Definitions

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
IoT Platform Reference Architecture - Summary
4.1
IoT Platform

The scope of the reference architecture discussed here includes the entire cycle of IoT applications, from sensing to application services. It is partitioned into three layers namely Device layer, Gateway layer, and Service Platform layer. This document also discusses issues involving IoT core network as follows.

IoT Device Layer: IoT devices are included in this layer. This layer consists of individual sensors, network enabled objects and capillary networks consisting of data sources that are near to the physical environment. It includes heterogeneous devices (including sensors and actuators) supporting diverse communication standards such as Zigbee, ZWave, ANTS andWi-Fi, etc. 

IoT Gateway Layer:  This layer consists of IoT gateways. The substantial heterogeneity of devices and technologies hosted by the device layer is abstracted using gateways that can provide a more uniform interface to IoT service platform layer. It is also possible that a capable device can implement both IoT device and gateway layer/functionality into a single physical entity and connects to the IoT service platform layer through the core network

IoT Service Platform Layer: This defines and provides different IoT service abstractions that can be used by multiple applications. There can be a set of platform services from the IoT platform infrastructure. Further the same framework can be extended to application services where some of the reusable application components are available as services.

IoT Core Network: The physical entities involved in the above three layers need suitable communication infrastructure for information exchange. While the device layer addresses this requirement using various legacy technologies which are out of scope for this document, the gateway layer and service platform layer are expected to be connected over an IoT Core / Backbone network.  The IoT Core is envisaged to be predominantly an IP based network and that is in line with the vision of Internet of Things. This IP connectivity could be supported over multitudes of telecommunication infrastructures such as DSL, Cellular networks (2G, 3G, 4G) etc. 

Interface Reference Points

Further to the identification of major domains we identify three reference points at the interfaces of these layers. They are 

· I1: Interface from device layer to gateway layer,  

· I2: Interface from gateway layer to service platform layer  through IoT core network 

· I3: Interface from service platform to layer specific vertical applications.  

Each of these interface points will benefit from a standardized information exchange because of the diversity of devices, manufacturers, service providers, and service consumers involved. Each of these interface points are expected to support a set of specialized capabilities which may form a set of standardized adapters designed for the purpose. These adapters may implement existing protocols or needs new developments or extension based on the requirements gathered from various IoT use cases.


Figure 1. IoT Reference Architecture

4.2
Interfaces

In the reference architecture described above there are three interface reference points such as I1, I2 and I3.

Common service capabilities to be supported which have specific requirements on these interfaces include

· Handling of sensor data stream 

· Handling of event reporting  

· Handling of alerts/notifications  

· Handling of management messages

· Handling of control messages

· Supporting a set of protocols for exchanging the data and control commands

· Supporting a set of configuration attributes

· Supporting data and control types

Data type of interface – supports only the data exchange across the different components of IoT architecture.

Control type of interface – supports the exchange of control messages which includes registration, configuration, management and interacting with security provisioning servers.

· Supporting communication across sensor access gateways.

· Supporting communication across service platforms.

For most of the IoT applications in general there are many physical entities that need to communicate with each other to deliver an end-to-end application/service. Moreover the diversity and scale of the system makes it impossible to be managed with human in the loop. Many times the IoT system is highly dynamic due to the dynamics of physical entities, environment and application requirements. The management of devices, network, applications and the users is a substantial task. The interfaces identified above need to support the communication requirements for IoT management in addition to the application data exchange. Therefore, it is justifiable to identify two subcategories for each of the above interface points for data and management respectively. 

Here each of the interface points I1, I2 and I3 are subdivided into Ixa, Ixb, and Ixc where Ixa will be used to support communications for the data path and Ixb will support the management functions, Ixc will take care of the intra-layer communications (where x stands for 1, 2 or 3). The details of these interfaces are summarized in Table 1.

Table 1: Functionalities supported by Reference Interface points

	Interfaces
	Capabilities

	I1
	This is the reference interface between the IoT Device and the IoT gateway. I1 will accommodate the co-existence of multiple legacy link level and sensor network standards. A unified data interchange format between sensors and gateway can be a focus here.

	
	I1a
	I1a is the interface that has the capability of handling the data path between devices and gateway. 

	
	I1b
	Device specific management functions such as sensor sampling configuration, security settings, device registration, device health check, firmware upgrade etc will be done through this interface. 

	I2
	This is the reference interface between the IoT gateway and IoT service platform. Service platform is an application middleware providing platform services to build domain specific applications. This has a data path as well as management path. The connectivity is provided using IoT Core Network which is predominantly any IP capable core network infrastructure such as xDSL, 3GPP, 3GPP2.

	
	I2a
	It exchanges the data that includes various sensor observations, aggregates from the IoT gateway to the IoT Service Platform. 

	
	I2b
	This interface takes care of the gateway management functions including security/authentication configuration, firmware up-gradation, application download, health monitoring etc.

	
	I2c
	This interface takes care of communication between gateways to enable mobility, resilience, and scalability.

	I3
	This interface provides a uniform access of various IoT services to the domain specific vertical applications. The applications may run at different physical entities but they need to have the IoT services access from multiple service providers.

	
	I3a
	This interface exposes the access to various data services

	
	I3b
	This interface provides access to various management and administrative services. This includes user management, device registration, storage management, IoT application store, access control, privacy etc.

	
	I3c
	It enables IoT Service Platform to communicate with another IoT Service Platform towards scalability and data exchange with peer IoT systems.


.

5
Baseline Requirements
Following points have been considered as high level requirements while evolving reference architecture for Internet of Things.

The reference architecture should be able to identify key architectural components and interfaces so that multiple stake holders providing products and services at different layers of the stack should be able to interoperate. There are several legacy devices, technologies and standards existing at the lower layer of TCP/IP layering in the immediate vicinity of objects and devices. The architecture should support them optimally.

In addition to the above requirements, some of the India specific requirements that need to be considered are discussed below.

· India has a huge population with diversity in terms of geography, culture and other socio-economic factors. The architecture should support the IoT services that can scale, at the same time support multiple levels of sophistication in terms of technologies and devices coexisting. Even within a single application domain such diversity needs are to be supported.

· The nationwide coverage of candidate networks for IoT Core connectivity is not uniform, rather patchy. This unreliability in communication needs to be taken into account and suitable measures for robustness of IoT connectivity needs to be incorporated. Moreover the large number of IoT devices can lead to unexpected peak requirements and that may bring down the network due to congestion and limited capacity. This requires advanced management techniques for the IoT network and services.

Affordability of IoT services is an important aspect where low cost technologies should form the part of the baseline services. In certain large scale applications, massive deployment of sensing devices may not be feasible due to cost considerations. In consideration with such scenarios a human enabled sensing mechanism is included in this scope where a device such as mobile phone carried by a person is used for communication with objects/persons and integrate with the IoT services. Further the architecture should enable the reduction of cost of intellectual properties and encourage IPR development and competition in the country towards better control of affordable services. 

.
6
Solution Specifications
6.1
Requirement #1 
This Device specific management functions such as sensor sampling configuration, security settings, device registration, device health check, firmware upgrade etc has to be handle through I1 interface
6.1.1
Solution #1
In IOT System, I1 interface shall support the capability to remotely change the state of a IOT Device e.g. enable or disable, sensor sampling configuration, 
6.1.1.1
Solution Summary

The interface in between the field sensor and the gateway should be capable of dynamically managing the essential device configuration parameters (i.e. sampling rate and resolution) and also manage the effective channel utilization below the gateway level.

The dynamic changing of sampling configuration in the sensor can be handled by the interface having the additional functionality of runtime ADC tuner, Channel configuration manager, and adaptive date sampler. This dynamic interface need to be completely controlled by the control signal generated from the gateway as well as from the application.  
The Control Signal will be generated in three ways i. Trigger from the Application ii. Trigger by the user and iii. Trigger generated by the additional intelligent functionality introduced in the I1b. Gateway Handle the control signal through the Control Signal Handler present in both Gateway and Sensor Node

6.1.1.2
Description 
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Figure 1. Detailed block diagram of Sensor Node
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Figure  xx. Detailed block diagram of Sensor Node
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Figure  xx. gateway with dynamic data management interface

6.1.1.3
Specifications 
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Figure xx Example: Sensor Network Architecture 
Figure xx shows the Example: Sensor Network Architecture with Intelligent Data Management Interface, which acts as an interface between the actual sensor and the network gateway. Different functionalities of this interface are explained below.
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Figure xx IDMI Functionality
Figure  xx shows the major functional blocks of the IDM Functionality. 

· Adaptive data sampler function, which is used to dynamically change the frequency of data. 

· Accuracy of data can be dynamically varied using Run time ADC tuner functionality. 

· Channel configuration manager function is used to maximize the channel utilization such as simplex for monitoring and duplex for controlling operations. 

· Protection system for higher layer function is defined to shield the system from redundant junk data / malicious packet.
The details of the individual block and the proposed control signal format to have the communication between the IDMI and the sensor nodes are explained below

Control Signal Format
	CH
	B0
	B1
	F0
	F1
	F2
	F3
	F4


	CH 
	Channel Configuration bit 
0 – Half duplex
1 – Full Duplex 

	B0, B1 
	ADC tuner bits
00 – for – 4 bits : 01 – for – 8 bits: 10 – for – 16 bits
11 – for – 32 bits

	F0 to F4 
	Sampling Frequency
5 bits for 32 varying frequency 


Figure 5. Control Signal Format
The Control signals format for dynamic configuration of the field level sensor using the IDMI interface is shown in Fig.5. This control signal set the configuration parameter of the sensor nodes and also to change the channel transmission mode. On receiving these commands, nodes should configure themselves to act for the scenario. Energy of the nodes will definitely have impact when there is sudden change in its configuration parameters and the way of containing data in critical scenarios. Though this change is for short duration, the node should not deplete its energy resource drastically, which also need to be taken into consideration.

Runtime ADC tuner:
ADC is the process of converting analog signal to digital signal. The accuracy of the conversion depends on the ’resolution’ of the ADC. In our method, the resolution can be adaptive and it is based on the type of application. For example, If an application needs high accurate data then 32 bit resolution ADC is needed, on the other hand if an application needs less accurate data then 8 bit resolution ADC is enough. The number of bits to be transmitted depends on the resolution.

Number of bits transmitted = log (resolution) to base 2

Tuning the resolution leads to tuning the number of bits transmitted and hence indirectly changing the bandwidth utilizations.
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The figure shows the control signal format for this operation, where the digit B0 and B1 are used to select four different resolution (i.e. 00 ,01,10,11  for  4, 8,16,32 bits )

Adaptive data sampler 
Sampling is a process of converting analog to digital signal. Adaptive data sampler changes the frequency of sample. For example, if nature of the process is changing rapidly with respect to time then the sampling rate at which data to be sampled should be high enough to capture the changes. If nature of the process is not having drastic changes then the sampling rate should be low. This adaptation will be done by ’Adaptive data sampler’ functionality present in the IDMI interface by sending the below control signal format, where the bits F0 to F4 is used to select 32 different sampling frequencies. 
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Channel configuration manager
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Functionality of the channel configuration manager is to optimum utilization of the channel bandwidth based on the nature of the application. It reserve one bit in the control signal format, which can tune the channel either in full duplex (by setting CH bit as ‘1’) or in half duplex (by setting CH bit as ‘0’). If the sensor nodes are deployed for controlling application then CH bit ‘I’ is selected. If the sensor nodes are deployed for monitoring application then CH bit ‘0’ is selected. This functionalities mainly used in wired sensor network, which help us to effective utilization of the channel bandwidth.

6.2
Requirement #2
This section will state the platform requirement followed by a specified solution 

6.2.1
Solution #1
The IOT System shall support the capability to remotely change the state of a IOT Device e.g. enable or disable.
6.2.1.1
Solution Summary
6.2.1.2
Description 
6.2.1.3
Specifications 
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8. IoT Platform – Integrated Architecture Summary
Annexes are only to be used where appropriate:

Annex <A>:
<Annex title>

Annexes are labelled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.
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