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1. Background

Today telecommunications has become "the utility" of human society and thus is the life-line for not only citizens of India but also for the economy. Therefore there has been serious consideration for security in / of Indian telecommunication systems and networks. Last year, Indian government proposed network security requirements that should be fulfilled by telecommunications networks/systems. Failure to fulfill the requirements can lead to severe penalty for all involved. Several issues regarding the requirements still needs to be clarified, for example, process for accreditation and certification, preparation of protection profiles and security targets etc. 
2. Scope

The scope of this activity is to develop standards and recommendations towards facilitation of security testing requirements fulfillment that is beneficial both for the government and the industry. Thus in this activity the security & privacy working group will develop proposals for policies and also technical solutions. During this activity the working group will also communicate with all related bodies, domestic as well as global, some such activities are:
· Collaborate with other standardization bodies, like 3GPP
· Where needed, work with CCRA
3. Objective

In this activity we will develop proposals for policies as well as technical solutions with concrete points given below. The objective of this activity is to come with following outputs:

· Requirements study <http://dot.gov.in/AS-III/2011/as-iii.pdf>
· GISFI’s understanding of requirements
· Gap analysis and impact study of requirements

· Thoughts and proposals on requirements

· Policy proposals

· Accreditation and certification method

· Method for testing

· Other things like how to develop protection profiles, security targets together with its certification etc.

· Technical

· Proposals on overall security for mobile communication systems

· (Framework) Methods and definition of terminologies like network hardening, penetration testing etc.

· Existing standards and security solution

· Study on security in existing standards like those from 3GPP and 3GPP2

· Comparison of security in existing standards

· Development of criteria and proposals regarding mandatory / optional features for India

· Monitoring

· Security testing methods

· Review security testing methods

· Common criteria and usage for testing as proposed in requirements

· Development of protection profiles and other aspects to fulfill Indian as well as industry needs
All the above cannot be done only by GISFI members therefore together with developing them, we will work together with the following organizations so as to have meaningful, practical and tangible output:

· DoT / TEC, Government of India

· Operators and vendors
· International bodies like 3GPP and CCRA

4. Supporting Organizations
	Organizations

	Ericsson

	NEC

	Niksun

	

	


5. Deliverables
6. Technical reports (TRs) and recommendations, if needed technical specifications (TSes) will be developed.
The following deliverables are expected from this WID but door is open for other deliverables too:
1. Requirement analysis and proposals
2. (Framework) Complete security together with terminology definitions and proposals

3. Policy study and proposals

4. Security architecture in mobile communication systems: Comparison and proposals for India
5. Monitoring
6. Proposals for security testing

7. Team organization
Rapporteur deliverable 1: NEC
Rapporteur deliverable 2: 
Rapporteur deliverable 3: 

Rapporteur deliverable 4: NEC
Rapporteur deliverable 5: Niksun
Rapporteur deliverable 6: Huawei
8. Time-line

TBD
Some deliverables must be done within 6 months and others by March next year

9. Related GISFI groups
none
10. Related Standards
· ISO 15408
· ITU

· 3GPP
· 3GPP2
· IETF
11. Environmental aspects

None
12. User issues

None
13. Security aspects

This is a security and privacy working group WID.
- 2 -

