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Abstract

This report introduces the subject of the “Security in Mobile Communication Systems” that is of paramount importance in the times of evolving technologies that also is challenged by threats and attacks on them. This report provides a brief description of the various security issues in the various phases of technology evolutions.
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1. Introduction
With the introduction of every successive wireless technology update (generation), the security implementation/ architecture has been organized into a more robust ‘architecture’ to ensure confidentiality and integrity of the customer and his account information, protecting them from vulnerabilities that have been found in the earlier wireless generations.
The following sections of this report are divided according to the generations of the mobile communication systems, spanning across the types of wireless technologies included therein, and beginning with the 2G (Second Generation). These sections provide the issues in the security aspects of each of these wireless technologies.

2. Security Issues in the Second Generation (2G) and Second Generation - Transitional (2.5G/ 2.75G [1]) Mobile Communication Systems
2.1. The GSM Evolution 

2.1.1. The 2G Global System for Mobile Communication (GSM) [2]
a) Unilateral authentication and vulnerability to the man-in-the-middle attack [2]: This means that only the GSM network authenticates the mobile station (MS). The MS does not authenticate network so the attacker can use a false Base Station Transceiver (BTS) with the same mobile network code as the subscriber's legitimate network to impersonate, both the network and a user, and perform a man-in-the-middle attack. The attacker can then perform several scenarios to modify or fabricate the exchanged data. Impersonation of a user is the capability whereby the intruder sends signalling and/or user data to the network, in an attempt to make the network believe they originate from the target user. The required equipment is a modified Mobile Station (MS). Impersonation of the network (false BTS) is the capability whereby the intruder sends signalling and/or user data to the target user, in an attempt to make the target user believe they originate from a genuine network. [3]
b) Flaws in implementation of A3/A8 algorithms [2]: Although the GSM architecture allows operator to choose any algorithm for A3 and A8, many operators used COMP128 (or COMP128-1) that was secretly developed by the GSM association, to achieve ‘Security through Obscurity’ [4]. The structure of COMP128 was finally discovered by reverse engineering and some revealed documentations, and many security flaws were subsequently discovered. In addition to the fact that COMP128 makes revealing Ki possible especially when specific challenges are introduced, it deliberately sets ten rightmost bits of Kc equal to zero that makes the deployed cryptographic algorithms 1024 times weaker and more vulnerable, due to the decreased keyspace. Some GSM network operators tried another new algorithm for the A3/A8, called COMP128-2. COMP128-2 was also secretly designed and inherited the problem of decreased keyspace.
c) Subscriber Identity Module (SIM) card cloning [2]: Another important challenge is to derive the root key Ki from the subscriber's SIM. In April 1998, the Smartcard Developer Association (SDA) and the ISAAC research group could find an important vulnerability in the COMP128 algorithm that helped them to extract Ki in eight hours by sending many challenges to the SIM. Ultimately, a side-channel attack, called partitioning attack, was proposed by the IBM researchers that makes attacker capable of extracting Ki if he could access the subscriber's SIM just for one minute. The attacker can then clone the SIM and use it for his fraudulent purposes.
d) Over-the-air cracking [2]: It is feasible to misuse the vulnerability of COMP128 for extracting the Ki of the target user without any physical access to the SIM. This can be accomplished by sending several challenges over the air to the SIM and analyzing the responses. However, this approach may take several hours. The attacker can also extract International Mobile Subscriber Identity (IMSI) using an approach explained in point (h). After finding Ki and IMSI of the target subscriber, the attacker can clone the SIM and make and receive calls and other services such as SMS in the name of the victim subscriber.
e) Flaws in cryptographic algorithms [2]: Both A5/1 and A5/2 algorithms were developed in secret. The output of A5/1 is the XOR of three Linear Feedback Shift Registers (LFSRs). An efficient attack to A5/1 can be used for a real-time cryptanalysis on a PC. A5/2 is the deliberately weakened variant of A5/1.
f) Short range of protection [2]: The encryption is only accomplished over the airway path between MS and BTS. There is not any protection over other parts of network and the information is clearly sent over the fixed parts. This is a major exposure for the GSM, especially when the communication between BTS and Base Station Controller (BSC) is performed over the wireless links that have potential vulnerabilities for interception. In some countries, the encryption facility of the air interface is not activated at all. There are also security problems on the GSM backbone. The deployed Signaling System no.7 (SS7) has also several security vulnerabilities. SS7 incorporates very limited authentication procedures since it was originally designed for the closed telecommunication communities. The interconnection with Internet can also have its potential vulnerabilities.
g) Lack of user visibility [2]: The ciphering is controlled by the BTS. The user is not alerted when the ciphering mode is deactivated. A false BTS can also deactivate the ciphering mode and force MS to send data in an unencrypted manner.

h) Leaking the user anonymity [2]: Whenever a subscriber enters a location area for the first time or when the mapping table between the subscriber's Temporary Mobile Subscriber Identity (TMSI) and IMSI is lost, the network requests the subscriber to clearly declare the IMSI. This can be misused to fail the user's anonymity and can be accomplished by sending an IDENTITY REQUEST command from a false BTS to the MS of the target user to find the corresponding IMSI. 
i) Vulnerability to the Denial of Service (DoS) attack [2]: A single attacker is capable of disabling an entire GSM cell via a DoS attack. The attacker can send the CHANNEL REQUEST message to the BSC for several times but he/she does not complete the protocol and requests another signaling channel. Since the number of signaling channels is limited, this leads to a DoS attack. It is feasible since the call setup protocol performs the resource allocations without adequate authentication.
j) Absence of integrity protection [2]: Although the GSM security architecture considers authentication and confidentiality, there is no provision for any integrity protection of information. Therefore, the recipient cannot verify that a certain message was not tampered with.

k) Vulnerability to replay attacks [2]: The attacker can misuse the previously exchanged messages between the subscriber and network in order to perform the replay attacks.

l) Increased redundancy due to the coding preference [2] [22]: The Forward Error Correcting (FEC) is performed prior to the ciphering so there is a redundancy, the pattern of which can be known, such that attackers know part of the plaintext and the full ciphertext. That increases the security vulnerabilities of deployed cryptographic algorithms.
2.1.2. The General Packet Radio Service (GPRS) and subsequent Enhanced Data Rates for GSM Evolution (EDGE) [5] [6]
Based on the architecture of GPRS and the employed security measures, there are five critical areas where the GPRS security is exposed and security attacks may be carried out, are as:
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Figure 1. Attack points in the GPRS network[6]
a) The mobile station and the SIM-card [5] [6]: Authentication algorithms on the SIM card being identical to those of the GSM, attacks similar to those described in section 2.1.1. can still be initiated. A new vector of attack on the GPRS network has its roots in mobile terminals interacting with computer systems and also, through GPRS, with the Internet. Therefore attacks from computer viruses or worms that are very common on the Internet can also affect mobile stations and/or SIM-cards.
b) The Access Network [5] [6]: interface between the Mobile Station (MS) and the Serving GPRS Support Node (SGSN): The GPRS system protects this part of the network by employing a set of security mechanisms that ensure authentication of mobile users (unilateral, as in the case of GSM), confidentiality of user’ identity, and ciphering of users data and signalling information exchanged through it. However, exploiting some weaknesses (to mention, an unauthorized BTS introduction due to unilateral authentication, eavesdropping and interception possibility on (GPRS Encryption Algorithm) GEA3 encryption, weak confidentiality due to a limited 64 bits of encryption key length (Kc)) that these mechanisms present, an adversary may perform the following attacks, which may result in the system breakdown or the compromise of end-user security, such as Denial of Service and Man-in-the-Middle attack, similar to the GSM network security issues.

c) The GPRS backbone network [5] [6]: The Gn interface: Like the GSM network, the GPRS core network infrastructure is very vulnerable. Partly based on SS7, it unfortunately inherits all its weaknesses. The IP-based GPRS Tunelling Protocol (GTP) protocol being unsecured, eavesdropping or interception of messages exchanged between SGSNs and Gateway GPRS Support Nodes (GGSNs) is conceivable. An intruder may also initiate denial-of service (DoS) attacks on the signaling or may try to obtain information from a Home Location Register (HLR) or the Authentication Center (AuC).
d) The packet network that connects different operators [5] [6]: The Gp interface: The Gp Interface, which provides connectivity between GPRS networks that belong to different operators, is also vulnerable to malicious actions. The security threats to the Gp interface mainly concern with the availability of resources and services, the authentication and authorization of users and actions, and the integrity and confidentiality of the data transferred. A vital security issue of the Gp interface is the lack of security measures in the GTP protocol. This allows an attacker to cause denial of service to users by (i) flooding GPRS nodes with useless and unwanted traffic that consumes the majority of processing and communication resources, (ii) performing attacks that target the GTP protocol, such as deleting or updating Packet Data Protocol (PDP) contexts. These actions remove or modify the GTP tunnels between the SGSN and the GGSN (of an operator under attack) that are used for user data transfer. A malicious operator or an attacker with access to the Gp Interface may create a bogus SGSN to obtain unauthorized Internet access, and also to intercept the user data exchanged by the sessions, compromising end-user security.
e) The public Internet [5] [6]: The Gi interface: exposes the GPRS network to multiple classes of Internet-specific attacks such as worms and other viruses whose objectives are usually a denial of service. Another form of potential attack is spam. Subscribers are charged based on the amount of megabytes transferred on the GPRS network and thus a spam attack can cause overbilling for the user. Denial of service attacks represent the largest threat to the Gi interface. Attackers may be able to flood the links that connect the GPRS network to external packet data networks with useless traffic, thereby, prohibiting legitimate traffic to pass. Apart from harm to the network availability, the GPRS data are conveyed unprotected over the public Internet enabling anyone to read and/or manipulate them, and, thus, compromising user data confidentiality and integrity.
The EDGE network is subject to the same vulnerabilities as the GPRS network. [7]
2.2. The Code Division Multiple Access (CDMA)-based 2G/2.5G evolution [8]
Voice privacy of IS-95 CDMA cellular system is provided by means of the long code mask. The long code mask is not transmitted through any channel; it is constructed by the base station and the mobile station. To recover the long code sequence, the eavesdropper may exhaustively search the 42-bit long code mask, with a time complexity of O (242) [9] 
On the downlink channel, to recover the long code sequence, the eavesdropper intercepts the downlink traffic channel, demodulates the intercepted data frames, and dispreads the data frames using the Walsh code specific to the channel. [9]
By exploiting information redundancy on the downlink traffic channel, it is shown that an eavesdropper can recover the voice privacy mask after eaves-dropping the transmission on the downlink traffic channel for about one second. Thus, IS-95 CDMA voice privacy is vulnerable under ciphertext-only attacks. [8]
The vulnerability of the voice privacy may have an effect on the security of the authentication process since the long code mask is generated during the authentication process. [9]
cdmaOne/ IS-95 CDMA systems had the following security weaknesses [10]:
· Extensive cryptanalysis of algorithms used that results in weak authentication, data protection and user anonymity.

· 64-bit keys used, are found to be too short for strong encryption.

· Unilateral authentication of the user by the network; lack of mutual authentication. In the context of CAVE, the term authentication refers to primarily unilateral mechanisms that allow the network to validate the authenticity of the roaming mobile station (MS) [23]. This can lead to false base station attacks [24]. 
3. Security Issues in the Third Generation (3G) and Third Generation – Transitional (3.5G [11]/ 3.95G [12]) Mobile Communication Systems

3.1. The Third Generation Partnership Project-based (3GPP-based) Mobile Communication Systems
3G security features counteract many security threats in 2G system. The 3G security architecture is much secure than 2G system.
However, with the introduction of higher data rates and a subsequent growing usage of Internet-related services by users, which is achieved by the opening-up of earlier closed telecom networks connecting to external data networks and non-3GPP networks (in the case of roaming), all this opens up the 3G system to vulnerabilities that are similar to those of data networks.

In such scenarios, attacks on 3G networks can be classified as follows [14]:

a) Interception [14]: The attacker intercepts information, for example, reads signaling messages on a cable (connecting to 3G Core Network Entities), but does not modify or delete them. This is a passive attack. This affects the privacy of the subscriber and the network operator. The attacker may use the data obtained from interception to analyze traffic and eliminate the competition provided by the network operator.

b) Fabrication/Replay [14]: In this case the attacker may insert spurious objects into the system. These objects depend on the level of the attackers physical access to the system. For example, in a 3G Core Network Entity cable attack, the attacker may insert fake signaling messages. In a 3G Core Network Entity Access attack, the attacker may insert fake service logic or fake subscriber data into this system. The effects could result in the attacker masquerading as an authority figure.

c) Modification of Resources [14]: The attacker causes damage by modifying system resources. For example, in a 3G Core Network Entity cable attack, the attacker may modify signaling messages in and out of the cable. In a 3G Core Network Entity Access attack, the attacker may modify service logic or modify subscriber data in the entity.

d) Denial Of Service [14]: The attacker causes an overload or a disruption in the system such that network functions in an abnormal manner. The abnormal behaviour could be legitimate subscribers not receiving service, illegitimate subscribers receiving service or the entire network may be disabled as a result of the attack. For example, Denial of Service may be caused by the changing of the Call Forwarding (CF) number since the victim does not gain access to the voice message or the call itself. Sending two or three call forward numbers to the Session Control Agent at the MSC may cause confusion and the call may not be handled properly.
e) Interruption [14]: The attacker caused an Interruption by destroying resources. For example, in a 3G Core Network Entity cable attack, the attacker may delete signaling messages in and out of the cable. In a 3G Core Network Entity Access attack, the attacker may delete a subscriber data in the entity such as an HLR and the attacker may not receive service. For example, in the CF case, In the Interruption attack, the attacker may delete certain target subscriber profiles in the data sources so that they may not receive CF service. At the Mail server, the emails in the Post office data store may be deleted. Service logic of certain entities may be completely deleted such as the CFS Filtering Agent so that they may be unable to provide any service.
3.2. The Third Generation Partnership Project 2-based (3GPP2-based) Mobile Communication Systems 
3.2.1. The CDMA2000 1x Mobile Communication Systems [15] [16]
CDMA uses the CAVE algorithm for authentication along with encryption algorithms like Cellular Message Encryption Algorithm (CMEA) and ORYX for privacy and integrity of data. These algorithms were considered to be secure till recent times. But it is now known that there are possible cryptanalytic attacks possible on these algorithms as documented in [17] [18]. The attacks are similar to those conducted on GSM system namely known plaintext and known cipher text attacks. As with GSM-based systems, CDMA2000 1x systems are vulnerable to rogue networks because of the lack of authentication on the network side.

Voice traffic in CDMA2000 1x systems is not encrypted, but is scrambled using spread spectrum techniques. This makes it difficult to eavesdrop on voice traffic, but not impossible; specialized equipment for this purpose does exist. However, both the spread spectrum scrambling and the data encryption algorithms (E-CMEA and ORYX) only protect the traffic between the mobile station and the core network infrastructure. Once traffic reaches the core network, it is decrypted and remains in the clear to the other end of the call. If the other end of the call is also a CDMA 2000 1x mobile station, the traffic will be re-encrypted only for the wireless portion between the core network and the end mobile station. [16]
.
3.2.2. The CDMA2000 1xEV-DO Mobile Communication Systems [19]
The CDMA2000 1xEV-DO (Revision 0) addresses some of the vulnerabilities present in CDMA2000 1x. The cryptographic algorithms that are used in 1xEV-DO are well known and have been fully analyzed for weaknesses. However, encryption is applied only to the air interface as in the case of CDMA2000 1x; it is not end-to-end. If an operator uses 1xEV-DO with the older algorithms, that implementation will be subject to the same vulnerabilities as CDMA2000 1x. Without Enhanced Subscriber Authentication (ESA) and Enhanced Subscriber Privacy (ESP), mutual authentication is not supported and voice traffic is scrambled but not encrypted. No vulnerability information was found concerning Revision A of 1xEV-DO.
4. Security Issues (perceived) in the 3GPP Fourth Generation (4G [20]) Mobile Communication Systems
Unlike existing networks, which are partially IP-based, LTE networks are all-IP networks. When devices are connected to IP networks, with their own IP addresses, they become vulnerable to attack in much the same way as personal computers: devices can be hacked, spoofed or infected with viruses. [21]
Also with the significant processing capability improvements on the end-user device types, these devices now operate using full-fledged Operating Systems (OSs), similar to those of Personal Computers. Recent examples of such end-user device and computer convergence are that of the announcements of the same OS working on computers, tablets and smartphones. Smartphones and connected tablets are suddenly very more capable to run botnets and viruses, especially as new services such as file-sharing and more advanced messaging services will emerge for smartphones and tablets.
One paper that presents/analyzes possible security challenges with LTE systems can be found at [25].
5. Summary
In this report, we have presented the security issues in the various mobile communication systems in their genealogical order. Every successive generation of the above-described cellular systems has both learnt from the past security flaws to correct them in the next release as well as they have added new mechanisms in the areas of integration between the cellular systems with other Information Technology (IT) domain systems. In other words, the mobile communication systems have been rapidly advancing towards the concept of ‘Convergence’, which is used in terms of IT products, wherein communication as well as non-communication products from various technology backgrounds seek to converge or connect with each other in a virtually seamless manner.

But with this desired advancement, mobile communication systems are actively seeking to secure users and businesses to make it a win-win for genuinely interested groups.
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