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Abstract

This document proposes a procedure of “Network Element Testing” applicable to Information and Communications Technology (ICT) products, for the security aspect. It describes the various steps that can be employed to test Network elements/ equipments against relevant 3rd Generation Partnership Project (3GPP) Wireless Communications Standards and a Security Standard (Common Criteria (CC)). 
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1. Network Element Testing: Flow-Diagram
The testing step(s) can be iterative, depending on outcome of a particular evaluation step, requiring fixing of severe/critical bugs/issues by equipment vendors, as reported by Test Lab. The testing steps/ procedures pertaining to ‘CC Testing’, explained in this document, have been framed with reference from the Common Criteria – Common Evaluation Methodology (Version 3.1) [3]


























2. Network Element Testing: Brief on the Testing steps
Step 1. Generic Requirement (GR) document sign-off: 
This step involves filling-in of details of supported/ unsupported configuration parameters against mentioned requirements as contained in the relevant Communication Standards. The GR document also contains product technical information as provided by network (device/equipment) product manufacturers. This step also involves the submission of the duly filled documents by the network product manufacturers to the Security Test Lab.
Step 2. Telecommunication product classification by Lab: 
This step involves classification of a Telecommunication equipment classification into one of the three broad categories as:

a) Radio Access Network Element (such as Base Station Transceivers (BTSs), NodeBs (HNBs), Radio Network Controllers (RNCs), etc.)

b) Core Network Element (such as Home Subscriber Server (HSS), Operation, Administration, Maintenance & Provisioning (OAM&P) System, Serving GPRS Support Node (SGSN), etc.)
c) Internet Core Element (Breakout Gateway Control Function (BGCF), Media Gateway Control Function (MGCF), etc.)
Step 3. 3GPP Security Standards Testing: 
If the product/equipment has relevant 3GPP/3GPP2 standards for security, test for the same (Test cases for every scenario need to be developed)

Reference Standards: 

3GPP [1]: 33-series Technical Specifications.
3GPP2 [2]: C.S0024-400-C v2.0, C.S0102-0 v1.0, S.R0006-804-A v1.0, S.R0082-0 v1.0, S.R0083-0 v1.0, S.R0086-A v1.0, S.R0138-0 v1.0, S.S0078-B v1.0, S.S0083-A v1.0, S.S0086-B v2.0, S.S0110-0 v1.0, S.S0114-A v1.0, S.S0127-0 v1.0, S.S0132-0 v1.0, X.S0027-002-0 v1.0. 
Step 4. 3GPP Security Standards Test result: 
If the network equipment passes the 3GPP Security Standards testing, then the Security Test Lab must procure an intermediate test report, with details of waivers and relevant explanations (by vendors, with negotiation with the Tester(s)). The equipment vendor must proceed to prepare for CC testing for the equipment, as per the following steps. 
If the network equipment fails the 3GPP Security Standards testing, then the Security Test Lab must procure an intermediate test report, with details of ‘Failed Test items’. In response, the vendor/ manufacturer must fix the relevant software/ firmware (at times, even, hardware must be modified) and must re-submit the equipment for testing (starting at Step 3).
Step 5. Common Criteria (CC) Testing, according to Common Evaluation Methodology (CEM) (ISO 18045: 2008) [3]:
Prior to CC testing, Equipment Manufacturers prepare the following pre-requisite documents:

a) Product Hardware/Firmware/Software information (Release document).

b) Protection Profile (Generic category security specification) definition (Equipment manufacturers must receive the PP’s from the Security Test Lab and must submit it as a pre-requisite, along-with the other pre-requisite documents)
c) Security Target (specific product security specification) definition

The CC testing can start from a lower Evaluation Assurance Level (EAL) and can then be increased to the next higher EAL level.

Post the Product Submission procedure (along-with the above-listed three documents), evaluations are conducted for the order of the classes defined in the Common Evaluation Methodology (CEM version 3.1) in steps as:

a) Evaluation Input task: related to management of Evaluation evidence

b) Evaluation sub-activities: apply to PPs and STs

c) Evaluation Output task: related to report generation

d) Demonstration of Technical Competence task: 
Point (b) represents guidance on the actual test steps for PPs and STs and are organized into “Classes”. 

Elaboration of (b) Evaluation of sub-activities: Each Class further breaks down into activities that can further be sub-divided into various sub-activities.

The evaluation sub-activities vary depending whether it is a PP or a TOE evaluation. Moreover, in the case of a TOE evaluation, the sub-activities depend upon the selected assurance requirements.

The classes are: 

a) Class APE: Protection Profile evaluation

b) Class ASE: Security Target evaluation

c) Class ADV: Development

d) Class AGD: Guidance documents

e) Class ALC: Life-cycle support

f) Class ATE: Tests

g) Class AVA: Vulnerability assessment

h) Class ACO: Composition

Step 6. CC Testing, Intermediate Report:
Elaboration of point (c) Evaluation Output task: 
The evaluator performs the two following sub-tasks in order to achieve the CEM requirements for the information content of reports:

a) Write OR sub-task (mandatory: for a fail verdict; optional: if needed in the context of the evaluation for clarification);

b) Write ETR sub-task (for PP or ST) to present technical justification of the verdicts.
If the network equipment fails the CC testing, at this particular EAL Level, then in response to the OR, the vendor/ manufacturer must fix the relevant software/ firmware (at times, even, hardware must be modified) and must re-submit the equipment for testing (starting again, all the way up, from Step 3).

Step 7. Incrementing the EAL Level and testing, if required:
If the network equipment is required to be tested for more confidence, then the equipment can be re-tested against more Security Functional and Assurance Components for the next higher EAL level, starting from Step 5.
If this equipment re-testing (with higher EAL level) is not required, then the Security Test Lab shall issue the Final CC Validation Report to the equipment vendor/ manufacturer.

Step 8. Final Approval Certificate Issuance by the Security Test Lab
References
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