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Abstract

This report enlists the Mandatory and Optional requirements, regarding the implementation and/or use of security features, as specified in the 3GPP 33-series Technical Specifications. It does not mention whether a given security item/feature is mandatory/optional for implementation or use, unless explicitly specified in this document and in the respective TS which has been referred to. This list of Mandatory and Optional requirements has been derived by searching for the keywords: Mandate/ Mandatory, and Optional, as mentioned in the various 3GPP 33-series Technical Specifications that have been referenced. This document is a proposal and hence is welcome for suggestions and contributions for improvement and it serves Telecommunication Network Equipment Vendors and Network Operators to design and check their equipment or network against the required security mechanism implementation and/or use, as defined in the 3GPP Technical Specification Standards. This list also provides an overview to the concerned Indian Government departments on the 3GPP Standards-based security features, both mandatory and optional, that are to be considered by vendors and operators as part of the Indian Network Security requirements.
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1. Specification: 3GPP TS 33.102, V11.3.0, (2012-06) (Release 11) [1]
Title: 3G Security; Security Architecture [1]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	6.4.3
	Cipher Key and Integrity key lifetime – at call-set-up
	
	

	6.4.5
	Security mode set-up procedure: Initiation of integrity protection of signalling messages at each new signalling connection establishment between MS and VLR/SGSN
	
	

	6.4.5
	Exception case: Security mode set-up procedure: Signalling connection establishment and the only result is periodic location registration, i.e. no change of any registration information
	
	

	6.4.5
	Exception case: Security mode set-up procedure: There is no MS-VLR/SGSN signalling after the initial L3 signalling message sent from MS to VLR/SGSN, i.e. in the case of deactivation indication sent from the MS followed by connection release
	
	

	6.4.5
	Exception case: Security mode set-up procedure: The only MS-VLR/SGSN signalling after the initial L3 signalling message sent from MS to VLR/SGSN, and possible user identity request and authentication (see below), is a reject signalling message followed by a connection release
	
	

	6.4.5
	Exception case: Security mode set-up procedure: VLR/SGSN to start integrity protection before sending a reject signalling message that causes the CSG list on the UE to be modified
	
	

	6.4.5
	Exception case: Security mode set-up procedure: If the call is an emergency call teleservice as defined in TS 22.003, also see section 6.4.9.2 of this TS (TS 33.102)
	
	

	6.4.5
	Exception case: Security mode set-up procedure: If the PS connection establishment is for an emergency session, see clause 6.4.9.2 of this TS (TS 33.102)
	
	

	6.6
	Access link data confidentiality (as mentioned in Annex J. Change History section)
	
	

	6.8.10.2
	Interoperation and handover between UMTS and GSM: SRVCC from circuit switched UTRAN/GERAN to HSPA: CS to PS HO command (sent from source BSC/RNC to ME) is integrity protected for UTRAN


	
	

	6.8.10.2
	Interoperation and handover between UMTS and GSM: SRVCC from circuit switched UTRAN/GERAN to HSPA: CS to PS HO command (sent from source BSC/RNC to ME) is ciphered for UTRAN and GERAN
	
	

	Annex C: C.3
	Sequence number management profiles: Age limit for sequence numbers
	
	

	Annex I: I.3
	Security mechanisms for interfaces with RNCs in exposed locations: For Iu and Iur, tunnel mode IPsec implementation
	
	

	Annex I: I.3
	Security mechanisms for interfaces with RNCs in exposed locations: Transport mode IPsec implementation on Iu and Iur
	
	


Sub-section 6.4.9.2: Emergency Call handling: [1]
Security procedures (Integrity Protection and Ciphering) not applied:
As a serving network option, emergency calls, or PS connections for emergency sessions, may be established without the network having to apply the security mode procedure as defined in TS 24.008.

The following are the only cases where the "security procedure not applied" option may be used:

a) Authentication is impossible because the (U)SIM is absent;

b) Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c) Authentication is impossible because the (U)SIM is not permitted to receive non-emergency services from the serving network (e.g. there is no roaming agreement or the IMSI is barred);

d) Authentication is possible but the serving network cannot successfully authenticate the (U)SIM.
2. Specification: 3GPP TS 33.401, V11.4.0, (2012-06) (Release 11) [2]
Title: 3GPP System Architecture Evolution (SAE); Security architecture [2]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.1.3.1
	User-to-Network security: User data and signalling data confidentiality: Ciphering requirements: RRC signalling confidentiality
	
	

	5.1.3.1
	User-to-Network security: User data and signalling data confidentiality: Ciphering requirements: NAS signalling confidentiality
	
	

	5.1.3.1
	User-to-Network security: User data and signalling data confidentiality: Ciphering requirements: User plane confidentiality protection done at PDCP layer
	
	

	7.5
	Security Procedures between UE and EPS Access Network Elements: Signalling procedure for periodic local authentication
	
	

	9.2.2
	Security interworking between E-UTRAN and UTRAN: Handover Procedure from UTRAN to EUTRAN: A) Handover signalling in case of successful handover: The UTRAN HO command is integrity protected
	
	

	9.2.2
	Security interworking between E-UTRAN and UTRAN: Handover Procedure from UTRAN to EUTRAN: A) Handover signalling in case of successful handover: The UTRAN HO command is ciphered
	
	

	9.2.2
	Security interworking between E-UTRAN and UTRAN: Handover Procedure from UTRAN to EUTRAN: B) Subsequent NAS signalling: A Tracking Area Update (TAU) procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has changed (TS 23.401)


	
	

	9.2.2
	Security interworking between E-UTRAN and UTRAN: Handover Procedure from UTRAN to EUTRAN: B) Subsequent NAS signalling: A Tracking Area Update (TAU) procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has not changed (TS 23.401)
	
	

	11
	Network Domain Control Plane protection: Integrity protection of IP based control plane signalling for EPS and E-UTRAN shall be done according to NDS/IP
	
	

	11
	Network Domain Control Plane protection: For S1-MME and X2-C, tunnel mode IPsec is mandatory to implement on the eNB
	
	

	11
	Network Domain Control Plane protection: In case control plane interfaces are trusted (e.g. physically protected), protection according to TS 33.210 and TS 33.310
	
	

	11
	Network Domain Control Plane protection: Transport mode IPsec for implementation on the X2-C and S1-MME
	
	

	12
	Backhaul link user plane protection: On the X2-U and S1-U, transport mode IPsec implementation
	
	

	12
	Backhaul link user plane protection: Tunnel mode IPsec implementation on the eNB for X2-U and S1-U
	
	

	14.3.1
	SRVCC between E-UTRAN and Circuit Switched UTRAN/GERAN: SRVCC from circuit switched UTRAN/GERAN to E-UTRAN: Handover signalling in case of successful handover: Integrity Protection of the CS to PS HO command, sent from the RNC/BSC to the UE, in the UTRAN
	
	

	14.3.1
	SRVCC between E-UTRAN and Circuit Switched UTRAN/GERAN: SRVCC from circuit switched UTRAN/GERAN to E-UTRAN: Handover signalling in case of successful handover: Ciphering of the CS to PS HO command, sent from the RNC/BSC to the UE, in the UTRAN or in GERAN (TS 33.102)
	
	

	Annex D: D.2.1
	Security for Relay Node Architectures: Solution: General: In the case of a USIM-RN binding solution realized using certificates, the support for certificate-based procedures detailed in TS  33.401 (Annex D)
	
	

	Annex D: D.2.1
	Security for Relay Node Architectures: Solution: General: In the case of a USIM-RN binding solution realized using symmetric pre-shared keys, the support for pre-shared-key-based procedures detailed in TS  33.401 (Annex D)
	
	

	Annex D: D.3.2
	Secure Channel Profiles: APDU secure channel profile: For encryption, AES-CBC support as specified in ETSI TS 102 484
	
	

	Annex D: D.3.2
	Secure Channel Profiles: APDU secure channel profile: Other encryption algorithms support, specified in ETSI TS 102 484
	
	

	Annex D: D.3.2
	Secure Channel Profiles: APDU secure channel profile: For integrity protection, AES-CMAC support as specified in ETSI TS 102 484
	
	

	Annex D: D.3.3.2
	Secure Channel Profiles: Key agreement based on certificate exchange: Common profile for RN and UICC certificate: The subject name format support with "(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>"
	
	

	Annex D: D.3.3.3
	Secure Channel Profiles: Key agreement based on certificate exchange: RN certificate profile: The support of the countryName (C) and serialNumber attributes in the subject name
	
	


3. Specification: 3GPP TS 33.210, V12.0.0, (2012-06) (Release 12) [3]
Title: 3G security; Network Domain Security (NDS); IP network layer security [3]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.1
	Key management and distribution architecture for NDS/IP: Security services afforded to the protocols: Data integrity protection
	
	

	5.1
	Key management and distribution architecture for NDS/IP: Security services afforded to the protocols: Data origin authentication
	
	

	5.1
	Key management and distribution architecture for NDS/IP: Security services afforded to the protocols: Anti-replay protection
	
	

	5.1
	Key management and distribution architecture for NDS/IP: Security services afforded to the protocols: Confidentiality (with limited protection against traffic flow analysis)
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-1 (ISAKMP SA): Support of 3DES in CBC mode for confidentiality
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-1 (ISAKMP SA): Support of AES in CBC mode (RFC 3602) for confidentiality
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-1 (ISAKMP SA): Support of SHA-1 for integrity/message authentication
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-1 (ISAKMP SA): Support of Diffie-Hellman group 2 for Diffie-Hellman exchange
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-2 (IPsec SA): Perfect Forward Secrecy
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-2 (IPsec SA): Only IP addresses or subnet identity types (address types)
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-2 (IPsec SA): Support of Notifications
	
	

	5.4.1
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-1 (IKEv1): For IKEv1 phase-2 (IPsec SA): Support of Diffie-Hellman group 2 for Diffie-Hellman exchange
	
	

	5.4.2
	Key management and distribution architecture for NDS/IP: Profiling of Internet Key Exchange-2 (IKEv2): For the CREATE_CHILD_SA exchange: Perfect Forward Secrecy
	
	

	5.6.2
	Key management and distribution architecture for NDS/IP: Network domain security key management and distribution architecture for native IP based protocols: Interface description: Za-interface (SEG-SEG): Authentication/integrity protection on the Za-interface
	
	

	5.6.2
	Key management and distribution architecture for NDS/IP: Network domain security key management and distribution architecture for native IP based protocols: Interface description: Za-interface (SEG-SEG): Encryption on the Za-interface
	
	

	5.6.2
	Key management and distribution architecture for NDS/IP: Network domain security key management and distribution architecture for native IP based protocols: Interface description: Implementation of the Zb interface (NE-SEG/ NE-NE)
	
	

	5.6.2
	Key management and distribution architecture for NDS/IP: Network domain security key management and distribution architecture for native IP based protocols: Interface description: If Zb interface is implemented, use of encryption on this interface
	
	

	Annex B: B.2
	Security Protection for GTP: Policy discrimination of GTP-C and GTP-U: NDS/IP support for pre-R99 versions of GTP
	
	

	Annex D: D.2
	Security protection of UTRAN/GERAN IP transport protocols: Protection of UTRAN/GERAN IP transport protocols and interfaces: Transport mode IPsec implementation and use on the Iur/Iurh interface, if a UTRAN node has implemented SEG functionality within the same physical entity
	
	


3GPP TS 33.210: Section 5.6.1: Network domain security architecture outline: [3]
The NDS/IP key management and distribution architecture is based on the IKEv1 protocol (RFC 2401, RFC 2407, RFC 2408, RFC 2409) or IKEv2 (RFC-5996) protocol. A number of options available in the full IETF IPsec protocol suite have been considered to be unnecessary for NDS/IP. Furthermore, some features that are optional in IETF IPsec have been mandated for NDS/IP and lastly a few required features in IETF IPsec have been deprecated for use within NDS/IP scope.
Additional guidelines on how to apply IPsec in SCTP are specified in RFC3554. This RFC is optional for implementation unless otherwise explicitly indicated per reference point.
4. Specification: 3GPP TS 33.310, V11.0.1, (2012-07) (Release 11) [4]
Title: Network Domain Security (NDS); Authentication Framework (AF) [4]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	1
	Scope: Implementation of Za interface according to TS 33 210
	
	

	1
	Scope: Implementation of Zb interface according to TS 33 210
	
	

	5.2.2.2
	Architecture and use cases of the NDS/AF: Use cases: Establishment of secure communications: TLS case: During connection initiation, ‘CertificateRequest message’ from TLSb to TLSa
	
	

	5.2.2.2
	Architecture and use cases of the NDS/AF: Use cases: Establishment of secure communications: TLS case: Verification of “CertificateVerify message” by TLSb, using TLSa’s public key
	
	

	6.1.1
	Profiling: Certificate Profiles: Common rules to all certificates: Hash algorithm for use before signing certificate: SHA-1 and SHA-256 support
	
	

	6.1.1
	Profiling: Certificate Profiles: Common rules to all certificates: Country field (C) in Subject and issuer name format ((C=<country>), O=<Organization Name>, CN=<Some distinguishing name>)
	
	

	6.1.1
	Profiling: Certificate Profiles: Common rules to all certificates: Server field (ou) in Subject and issuer name format (cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain>)
	
	

	6.1.1
	Profiling: Certificate Profiles: Common rules to all certificates: Implementation of Certificate extensions which are not mandated by TS 33 310 but which are mentioned within RFC5280
	
	

	6.1.2
	Profiling: Certificate Profiles: Interconnection CA Certificate profile: Extensions: Non-critical authority key identifier
	
	

	6.1.2
	Profiling: Certificate Profiles: Interconnection CA Certificate profile: Extensions: Non-critical subject key identifier
	
	

	6.1.2
	Profiling: Certificate Profiles: Interconnection CA Certificate profile: Extensions: Critical key usage (as specified in TS 33 310)
	
	

	6.1.2
	Profiling: Certificate Profiles: Interconnection CA Certificate profile: Extensions: critical basic constraints (as specified in TS 33 310)
	
	

	6.1.3
	Profiling: Certificate Profiles: SEG Certificate profile: Extensions: Non-critical authority key identifier
	
	

	6.1.3
	Profiling: Certificate Profiles: SEG Certificate profile: Extensions: Non-critical subject key identifier
	
	

	6.1.3
	Profiling: Certificate Profiles: SEG Certificate profile: Extensions: Non-critical subjectAltName
	
	

	6.1.3
	Profiling: Certificate Profiles: SEG Certificate profile: Extensions: critical key usage, (as specified in TS 33 310)
	
	

	6.1.3
	Profiling: Certificate Profiles: SEG Certificate profile: Extensions: Non-critical Distribution points (as specified in TS 33 310)
	
	

	6.1.3a
	Profiling: Certificate Profiles: TLS entity certificate profile: Extensions: non critical authority key identifier
	
	

	6.1.3a
	Profiling: Certificate Profiles: TLS entity certificate profile: Extensions: non critical subject key identifier
	
	

	6.1.3a
	Profiling: Certificate Profiles: TLS entity certificate profile: Extensions: critical key usage (as specified in TS 33 310)
	
	

	6.1.3a
	Profiling: Certificate Profiles: TLS entity certificate profile: Extensions: non-critical extended key usage
	
	

	6.1.3a
	Profiling: Certificate Profiles: TLS entity certificate profile: Extensions: non-critical Distribution points
	
	

	6.1.4
	Profiling: Certificate Profiles: SEG CA certificate profile: Extensions: non critical authority key identifier
	
	

	6.1.4
	Profiling: Certificate Profiles: SEG CA certificate profile: Extensions: non critical subject key identifier
	
	

	6.1.4
	Profiling: Certificate Profiles: SEG CA certificate profile: Extensions: critical key usage (as specified in TS 33 310)
	
	

	6.1.4
	Profiling: Certificate Profiles: SEG CA certificate profile: Extensions: critical basic constraints (as specified in TS 33 310)
	
	

	6.1.4a
	Profiling: Certificate Profiles: TLS client/server CA certificate profile: Extensions: non critical authority key identifier
	
	

	6.1.4a
	Profiling: Certificate Profiles: TLS client/server CA certificate profile: Extensions: non critical subject key identifier
	
	

	6.1.4a
	Profiling: Certificate Profiles: TLS client/server CA certificate profile: Extensions: critical key usage (as specified in TS 33 310)
	
	

	6.1.4a
	Profiling: Certificate Profiles: TLS client/server CA certificate profile: Extensions: critical basic constraints (as specified in TS 33 310)
	
	

	6.1a
	Profiling: CRL Profile: Hash algorithm for use before signing CRL: SHA-1 (except for newly created CRLs) and SHA-256 support
	
	

	6.2a.1
	Profiling: TLS Profiling: TLS Profile: The TLS server always sends its own end entity certificate in the Server Certificate message 
	
	

	6.2a.1
	Profiling: TLS Profiling: TLS Profile: The TLS client sends its own end entity certificate in the Certificate message if requested by the TLS server
	
	

	6.2a.1
	Profiling: TLS Profiling: TLS Profile: Cross-certificates shall not be sent by the TLS entities in the TLS handshake as they are available locally to the TLS entities
	
	

	9.4.3
	Certificate Enrolment for Base Stations: Certificate Profiles: Vendor CA Certificate: the CRL distribution point extension in the certificate
	
	

	9.5.3
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIHeader Field: The field “protection” of PKIMessage and the field “protectionAlg” of PKIHeader
	
	

	9.5.3
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIHeader Field: The usage of the transactionID field
	
	

	9.5.3
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIHeader Field: The usage of the senderNonce and the recipNonce fields
	
	

	9.5.4.2
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Request: The publicKey field of the CertTemplate which shall contain the public key of the base station to be certified by the RA/CA
	
	

	9.5.4.2
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Request: If the poposkInput field of type POPOSigningKeyInput within POPOSigningKey field is used, the (usage of) sender field within POPOSigningKeyInput
	
	

	9.5.4.2
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Request: If either the subject field or the publicKey field of the CertTemplate field is omitted, according to IETF RFC 4211, the poposkInput field (usage) 
	
	

	9.5.4.2
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Request: The extraCerts field of the PKIMessage carrying the initialization request which shall contain the base station certificate provided by the vendor
	
	

	9.5.4.3
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Response: the certificate field in CertorEncCert (the transfer shall not be encrypted)
	
	

	9.5.4.3
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Initialization Response: The extraCerts field of the PKIMessage carrying the initialization response which shall contain the operator root certificate and the RA/CA certificate (or certificates if separate private keys are used for signing of certificates and CMP messages)
	
	

	9.5.4.4
	Certificate Enrolment for Base Stations: CMPv2 Profiling: Profile for the PKIBody Field: Key Update Request and Key Update Response: The extraCertsField which shall contain the base station certificate related to the private key used for signing the PKIMessage
	
	

	9.6
	Certificate Enrolment for Base Stations: CMPv2 Transport: Support for transport of CMPv2 messages between end entities (network elements) and RA/CA, using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols, for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA
	
	

	9.6
	Certificate Enrolment for Base Stations: CMPv2 Transport: Support for transport of CMPv2 messages between end entities (network elements) and RA/CA, using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols, for RA/CA initiated HTTP requests (i.e. announcements)
	
	

	Annex E
	TLS Protocol Profile: For TLS compression, CompressionMethod.null support as specified in TLS 1.2 (RFC 5246)
	
	

	Annex E
	TLS Protocol Profile: Support of compression methods as specified in RFC 3749
	
	

	Annex E
	TLS Protocol Profile: Support of the cipher suite TLS_PSK_WITH_AES_128_CBC_SHA256 specified in RFC 5487
	
	


Section 8: Backward compatibility for NDS/IP NE's and SEGs: [4]
NDS/IP describes an authentication framework whereby the initial IKEv1/IKEv2 authentication is based on the Pre-shared Secret Key (PSK) authentication method. NDS/AF describes an optional authentication framework which enables NDS/IP end entities (NEs and SEGs) to perform the initial IKEv1/IKEv2 authentication based on the RSA Signatures authentication method. An NDS/AF compliant end entity shall also contain NDS/IP functionality. However, an NDS/IP compliant end entity need not contain NDS/AF functionality unless specifically mandated by TS 33.210 or any other 3GPP specification.
Annex A: Critical and non-critical Certificate Extensions: [4]
A receiving SEG or TLS entity shall be able to process an extension marked as critical that is mandatory to support in NDS/AF. When optional to support, a received extension marked as critical shall lead to an error according to RFC 5280
Annex E: TLS Protocol Profile: [4]
The rules on allowed and mandatory cipher suites given in TLS 1.2 (RFC 5246) shall be followed. In addition, the mandatory cipher suite of TLS 1.1 (RFC 4346) shall be supported.

5. Specification: 3GPP TS 33.402, V11.4.0, (2012-06) (Release 11) [5]
Title: 3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses [5]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.2
	Security Features Provided by EPS for non-3GPP Accesses: User data and signalling data confidentiality: Provision of User data confidentiality between the UE and the PDN GW as defined in clause 9.2.2 of TS 33 402 when DS-MIPv6 is used
	
	

	5.3
	Security Features Provided by EPS for non-3GPP Accesses: User data and signalling data integrity: Provision of user data integrity between the UE and the PDN GW as defined in clause 9.2.2 of TS 33 402 when DS-MIPv6 is used
	
	

	6.3
	Authentication and key agreement procedures: Fast re-authentication procedure for trusted access: Usage of UE and 3GPP AAA server implementation of fast re-authentication for EAP-AKA'
	
	

	8.2.3
	Establishment of security between UE and ePDG: Mechanisms for the set up of UE-initiated IPsec tunnels: Tunnel fast re-authentication and authorization: Usage of UE and 3GPP AAA server implementation of fast re-authentication for EAP-AKA'
	
	

	9.2.1.1
	Security for IP based mobility signalling: Host based Mobility: MIPv4: General: The MIPv4 signalling messages protection between the UE and the node acting as FA (non-3GPP access specific)
	
	

	9.2.1.2.1
	Security for IP based mobility signalling: Host based Mobility: MIPv4: Bootstrapping of MIPv4 FACoA parameters: Procedures: Inclusion of the MN-FA Authentication Extension (AE) as specified in RFC 3344, in UE Registration Request (RRQ) message to the FA as specified in TS 23.402
	
	

	9.2.2.2.2
	Security for IP based mobility signalling: Host based Mobility: DS-MIPv6: Bootstrapping of DSMIPv6 parameters: Fast re-authentication and authorization: Usage of UE and 3GPP AAA server implementation of fast re-authentication for the use of EAP-AKA with DSMIPv6
	
	

	9.3.1.2
	Security for IP based mobility signalling: Network based Mobility: Proxy Mobile IP: PMIP security requirements: Confidentiality Protection for protecting PMIP messages
	
	

	9.3.1.3
	Security for IP based mobility signalling: Network based Mobility: Proxy Mobile IP: PMIP security mechanisms: For the case of an interface between two entities in the same security domain, the protection of the interface by means of IPsec, according to TS 33.210 
	
	

	11
	Network Domain Security: For the case of an interface between two entities in the same security domain, the protection of the interface by means of IPsec, according to TS 33.210
	
	


6. Specification: 3GPP TS 33.320, V11.6.0, (2012-06) (Release 11) [6]
Title: Security of Home Node B (HNB) / Home evolved Node B (HeNB) [6]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.1
	Overview of Security Architecture and Requirements: System architecture of H(e)NB: UE access control by HNB-GW, in the case of non-CSG capable UEs or non-CSG capable HNBs
	
	

	4.1
	Overview of Security Architecture and Requirements: System architecture of H(e)NB: UE access control by HNB, in the case of non-CSG capable UEs or non-CSG capable HNBs
	
	

	4.1
	Overview of Security Architecture and Requirements: System architecture of H(e)NB: Deployment of HeNB-GW
	
	

	4.1
	Overview of Security Architecture and Requirements: System architecture of H(e)NB: Deployment of Local Gateway (L-GW)
	
	

	4.4.2
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on H(e)NB: Authentication of the hosting party of the H(e)NB by the SeGW in cooperation with the AAA server using EAP-AKA as specified in RFC 4187
	
	

	4.4.5
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on Backhaul Link: Implementation of IPsec for the backhaul link
	
	

	4.4.5
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on Backhaul Link: Use of IPsec for the backhaul link (based on operator policy)
	
	

	4.4.5
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on Backhaul Link: Hosting Party Module (HPM) authentication
	
	

	4.4.5
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on Backhaul Link: Support of a suitable layer 2 protection mechanism for backhaul link protection, if the H(e)NB is configurable not to use IPsec
	
	

	4.4.7
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on Local Gateway (L-GW): Local Gateway (L-GW), from a security point of view
	
	

	4.4.8
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on the Direct Link between H(e)NBs: The support of direct links between two H(e)NBs as specified in clause 4.3.4 (Interface between H(e)NBs)
	
	

	4.4.8
	Overview of Security Architecture and Requirements: Security Requirements and Principles: Requirements on the Direct Link between H(e)NBs: Usage of the security procedures with IKEv2/IPsec on the direct links
	
	

	5.2
	Security Features: Device Mutual Authentication: For/In H(e)NB, the device mutual authentication support between H(e)NB and SeGW
	
	

	5.3
	Security Features: Hosting Party Mutual Authentication: Performing the hosting party mutual authentication by the operator’s network, following successful device mutual authentication between H(e)NB and SeGW.
	
	

	6.3.1
	Security Procedures in H(e)NB: Measures for Clock Protection: Clock Synchronization Security Mechanisms for H(e)NB: Use of other secure clock servers, which do not use the secure backhaul link
	
	

	7.2.1
	Security Procedures between H(e)NB and SeGW: Device Authentication: General: Support of an appropriate authentication mechanism for mutual authentication of H(e)NB and SeGW, if the H(e)NB is configurable not to use IPsec
	
	

	7.2.2
	Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW and Device Mutual Authentication Procedure: Support of the SHA-1 and SHA-256 hash functions, if H(e)NB checks the revocation status of the SeGW certificate using OCSP as specified in RFC 2560 and OMA-WAP-OCSP (Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile")
	
	

	7.2.2
	Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW and Device Mutual Authentication Procedure: Support for OCSP for the operator network
	
	

	7.2.2
	Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW and Device Mutual Authentication Procedure: Support for the extension to IKEv2 in H(e)NB and SeGW, for the SeGW to include OCSP response within IKEv2 according to RFC 4806 when OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in IKEv2
	
	

	7.2.2
	Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW and Device Mutual Authentication Procedure: Support of the SHA-1 and SHA-256 hash functions, if SeGW checks the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 or OCSP as specified in RFC 2560 and OMA-WAP-OCSP (Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile")
	
	

	7.2.4
	Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW/IKEv2 Processing Requirements for H(e)NB Certificates: Certificate status checking by SeGW, due to the existence of a CRL or OCSP server information in the H(e)NB certificate
	
	

	7.2.5.2.1
	Security Procedures between H(e)NB and SeGW: Device Authentication: Security Profiles: IKEv2 Certificate Profile: IKEv2 Entity Certificates: OCSP server information in the SeGW certificate, if OCSP extension according to RFC 4806 is used
	
	

	7.3
	Security Procedures between H(e)NB and SeGW: Hosting Party Authentication: Performing an EAP-AKA-based hosting party authentication exchange by SeGW, after Device Authentication of the H(e)NB by the SeGW
	
	

	7.5
	Security Procedures between H(e)NB and SeGW: Device Authorization: Use of a AAA server to verify the authorization of the H(e)NB to connect to the operator’s network based on the authenticated device identity extracted from the H(e)NB certificate
	
	

	8.1.1
	Security Aspects of H(e)NB Management: Location Verification: General: Storage of one or more types of location information of H(e)NB in the verifying node by operators for location verification.
	
	

	8.1.6
	Security Aspects of H(e)NB Management: Location Verification: Requirements: Storage of ancillary information by the verifying node to perform location verification such as geo-coordinates of surrounding macrocells, postal address of H(e)NB as claimed by H(e)NB hosting party, IP address location information, etc.
	
	

	8.3.2.1
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: Connection to H(e)MS accessible on public Internet: General: Support of the SHA-1 and SHA-256 hash functions, if H(e)NB checks the revocation status of the H(e)MS certificate using OCSP as specified in RFC 2560 and OMA-WAP-OCSP (Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile")
	
	

	8.3.2.1
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: Connection to H(e)MS accessible on public Internet: General: Support for OCSP for the operator network
	
	

	8.3.2.1
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: Connection to H(e)MS accessible on public Internet: General: Support for the extension to TLS in H(e)NB and H(e)MS, if OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in TLS according to TLS Extensions as specified in Annex E of TS 33.310
	
	

	8.3.2.1
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: Connection to H(e)MS accessible on public Internet: General: Support of the SHA-1 and SHA-256 hash functions, if the H(e)MS checks the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 or OCSP as specified in RFC 2560 and OMA-WAP-OCSP (Open Mobile Alliance OMA-WAP-OCSP V1.0: "Online Certificate Status Protocol Mobile Profile")
	
	

	8.3.3.1
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: TLS certificate profile: TLS entity certificates: OCSP server information in the H(e)MS certificate, if OCSP extension to TLS according to TLS Extensions as specified in Annex E of TS 33.310 is used
	
	

	8.3.4
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: TR-069 protocol profile: Use of TLS to transport the CPE WAN Management Protocol, in case that the H(e)MS is accessible on public internet or when TLS is used within the IPsec tunnel
	
	

	8.3.4
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: TR-069 protocol profile: The support of TLS cipher suite RSA_WITH_RC4_128_SHA
	
	

	8.3.4
	Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: TR-069 protocol profile: The support for H(e)NB authentication using client-side (CPE side) certificates
	
	

	8.5.1
	Security Aspects of H(e)NB Management: Enrolment of H(e)NB to an Operator PKI: General: Support and usage of enrolment of a H(e)NB to an operator PKI
	
	

	8.5.1
	Security Aspects of H(e)NB Management: Enrolment of H(e)NB to an Operator PKI: General: According to TS 33 320, support of enrolment according to the clause 8.5, if the establishment of direct links between H(e)NBs according to clause 4.3.4 is supported
	
	

	11.1
	Security Procedures for Direct Interfaces between Base Stations: General: Due to requirement of the usage of operator certificates for all security features specified in clause 11, according to TS 33 320, the support of enrolment according to clause 8.5 of the same TS
	
	

	11.2
	Security Procedures for Direct Interfaces between Base Stations: Direct Link between two H(e)NBs: Support of the security procedures specified in the subclause 11.2 of TS 33 320, if direct links for Iurh or X2 interfaces as specified in clause 4.3.4 of the same TS are supported
	
	

	Annex A: A.1
	Authentication Call Flows: Device Authentication Call-flow Example: Inclusion of a Notify Payload in H(e)NB containing integrity information of H(e)NB with a Notification Type of INTEGRITY_INFO in the IKE_AUTH request
	
	

	Annex A: A.2
	Authentication Call Flows: Combined Device and HP Authentication Call-flow Example: processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material may be performed within the H(e)NB’s HPM
	
	

	Annex A: A.2
	Authentication Call Flows: Combined Device and HP Authentication Call-flow Example: The computation of the AUTH parameter is performed within the H(e)NB’s HPM
	
	


Section 7.2.2: Security Procedures between H(e)NB and SeGW: Device Authentication: SeGW and Device Mutual Authentication Procedure: [6]
NOTE 2: It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.
Section 8.3.2.1: Security Aspects of H(e)NB Management: Protection of H(e)MS traffic between H(e)MS and H(e)NB: Connection to H(e)MS accessible on public Internet: General: [6]
NOTE 2: It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.
7. Specification: 3GPP TS 33.328, V10.0.0, (2011-03) (Release 10) [7]
Title: IP Multimedia Subsystem (IMS) media plane security [7]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.1
	IMS media plane security features: General: The support for IMS media plane security mechanisms and procedures in IMS UEs
	
	

	5.1
	IMS media plane security features: General: The support for IMS media plane security mechanisms and procedures in IMS core network
	
	

	5.2
	IMS media plane security features: Media Integrity protection: The support for IMS media integrity protection in an IMS UE supporting IMS media plane security
	
	

	5.2
	IMS media plane security features: Media Integrity protection: The support for IMS media integrity protection in IMS core network elements (i.e., IMS Access Gateway) supporting SDES based e2ae IMS media plane security
	
	

	5.2
	IMS media plane security features: Media Integrity protection: The use of IMS media integrity protection, except that RTCP shall be integrity protected using SRTCP, in accordance with RFC 3711
	
	

	5.3
	IMS media plane security features: Media Confidentiality protection: The support for IMS media confidentiality protection in an IMS UE supporting IMS media plane security
	
	

	5.3
	IMS media plane security features: Media Confidentiality protection: The support for IMS media confidentiality protection in IMS core network elements (i.e., IMS Access Gateway) supporting SDES based e2ae IMS media plane security
	
	

	6.2.1.3
	Security mechanisms: Key management mechanisms for media protection: Key management mechanisms for e2ae protection: Functional extension of the Iq interface for e2ae protection: Support of Cryptographic protection by NDS/IP if the P-CSCF (IMS-ALG) and IMS Access GW are located in the same security domain
	
	

	6.2.1.3
	Security mechanisms: Key management mechanisms for media protection: Key management mechanisms for e2ae protection: Functional extension of the Iq interface for e2ae protection: Implementation of Zb interface according to TS 33.210
	
	

	6.2.1.3
	Security mechanisms: Key management mechanisms for media protection: Key management mechanisms for e2ae protection: Functional extension of the Iq interface for e2ae protection: Encryption support over Za (and optional Zb) interface according to TS 33.210
	
	

	6.2.2
	Security mechanisms: Key management mechanisms for media protection: Key management mechanisms for e2e protection using SDES: Use of TLS, in TS 33.203
	
	

	Annex B: B.2: B.2.3.1
	KMS based key management: UE terminating procedures: Procedures for the case with two KMS domains: Preconditions: Confidentiality protection (over Za) because keys are transported in the clear over Zk
	
	

	Annex C
	SRTP profiling for IMS media plane security: Support for all mandatory features, by an IMS UE and IMS core network entity capable of supporting IMS media plane security (SDES and/or KMS based), defined in RFC 3711 except that it does not have to support key derivation rates different from zero (KDR <> 0)
	
	

	Annex D: D.3: D.3.1
	MIKEY-TICKET profile for IMS media plane security: Exchanges: Ticket Request: IDRkms: URI for target KMS
	
	

	Annex D: D.3: D.3.1
	MIKEY-TICKET profile for IMS media plane security: Exchanges: Ticket Request: IDRkms: URI for responding KMS
	
	

	Annex D: D.3: D.3.3
	MIKEY-TICKET profile for IMS media plane security: Exchanges: Ticket Resolve: IDRkms: URI (for populating payloads in RESOLVE_INIT_PSK as defined in TS 33 328)
	
	

	Annex D: D.3: D.3.3
	MIKEY-TICKET profile for IMS media plane security: Exchanges: Ticket Resolve: IDRkms: URI (for populating payloads in RESOLVE_RESP_PSK as defined in TS 33 328)
	
	

	Annex E
	Profiling of SDES: CRYPTOGRAPHIC ALGORITHMS: cryptosuite: support and use
	
	

	Annex E
	Profiling of SDES: CRYPTOGRAPHIC ALGORITHMS: cryptosuite: Additionally, support of the  cryptosuite “AES_CM_128_HMAC_SHA1_80”, as defined in RFC 4568
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

key: support and use
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

salt: support and use
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Key lifetime: support and use for e2e security
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Master Key Index (MKI): Support
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Master Key Index (MKI): Use (if more than one set of key parameters is contained in the crypto attribute)
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Master Key Index (MKI): Use (if only one master key parameter is contained in the crypto attribute)
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Length of MKI field: Support
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Length of MKI field: Support, if MKI is supported
	
	

	Annex E
	Profiling of SDES: "KEY PARAMETERS" (ONE OR MORE TIMES):

Length of MKI field: Use, if MKI is used
	
	

	Annex E
	Profiling of SDES: “SESSION PARAMETERS” key derivation rate: support and use
	
	

	Annex E
	Profiling of SDES: UNENCRYPTED_SRTP: Support
	
	

	Annex E
	Profiling of SDES: UNENCRYPTED_SRTP: Use
	
	

	Annex E
	Profiling of SDES: UNENCRYPTED_SRTCP: Support
	
	

	Annex E
	Profiling of SDES: UNENCRYPTED_SRTCP: Use
	
	

	Annex E
	Profiling of SDES: UNAUTHENTICATED_SRTP: Support
	
	

	Annex E
	Profiling of SDES: UNAUTHENTICATED_SRTP: Use
	
	

	Annex E
	Profiling of SDES: UNAUTHENTICATED_SRTP: key parameters for the FEC stream: Support and Use
	
	

	Annex E
	Profiling of SDES: UNAUTHENTICATED_SRTP: window size hint: Support and Use
	
	

	Annex F
	Change History: RFC 4771 for KMS based media plane security
	
	


Annex E (normative): Profiling of SDES: [7]
This Annex contains a complete list of parameters that may be contained in an SDES crypto attribute, according to RFC 4568. 

The following short-hand notation is used: “mandatory / optional to support / use” means: “This parameter shall / may be supported / used in implementations conforming to 3GPP specifications.”

The default use is that the sender omits the parameters that are optional to use.

8. Specification: 3GPP TS 33.234, V11.4.0, (2012-06) (Release 11) [8]
Title: 3G security; Wireless Local Area Network (WLAN) interworking security [8]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.1.5
	Security Requirements for 3GPP-WLAN Interworking: Reference points description: Implementation of reference point D’/Gr’ located between 3GPP AAA Server and pre-R6 HLR/HSS
	
	

	4.2.5
	Security Requirements for 3GPP-WLAN Interworking: Security Requirements: Link layer security requirements: Provision by most WLAN technologies of link-layer protection of user data
	
	

	5.1.3
	Security features: Authentication of the subscriber and the network and Security Association Management: Transport of WLAN Access authentication signalling between the WLAN access network and the 3GPP AAA proxy server: The support of IPsec for Diameter as stated in (IETF RFC 3588, September 2003: "Diameter base protocol")
	
	

	5.1.6
	Security features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Support of the User Identity Privacy (Anonymity) feature for implementation in the network
	
	

	5.1.6
	Security features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Support of the User Identity Privacy (Anonymity) feature for implementation in the WLAN UE
	
	

	5.1.6
	Security features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Use of the User Identity Privacy (Anonymity) feature in the network
	
	

	5.1.6
	Security features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Use of the User Identity Privacy (Anonymity) feature in the WLAN UE
	
	

	5.1.7
	Security features: Authentication of the subscriber and the network and Security Association Management: Re-authentication in WLAN Access: The use of EAP/SIM/AKA for fast re-authentication in the network, depending on operator's policies
	
	

	6.1.3.1
	Security mechanisms: Authentication and key agreement: EAP support in Smart Cards: EAP-AKA procedure: Implementation to have the termination of EAP in the UICC
	
	

	6.1.3.2
	Security mechanisms: Authentication and key agreement: EAP support in Smart Cards: EAP-SIM procedure: Implementation to have the termination of EAP in the UICC
	
	

	6.1.4.1
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/AKA procedure: The implementation of EAP/AKA including the fast re-authentication mechanism described in sub-clause 6.1.4.1. of TS 33 234
	
	

	6.1.4.1
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/AKA procedure: The use of EAP/AKA including the fast re-authentication mechanism described in sub-clause 6.1.4.1. of TS 33 234, depending on operator’s policies
	
	

	6.1.4.2
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/SIM procedure: The implementation of EAP/SIM including the fast re-authentication mechanism described in sub-clause 6.1.4.2. of TS 33 234
	
	

	6.1.4.2
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/SIM procedure: The use of EAP/SIM including the fast re-authentication mechanism described in sub-clause 6.1.4.2. of TS 33 234, depending on operator’s policies
	
	

	6.6A
	Security mechanisms: Profile for PDG certificates: Certificate processing requirements: Support for CRLs in the UE
	
	

	6.6A
	Security mechanisms: Profile for PDG certificates: Certificate processing requirements: Support for OCSP in the UE
	
	

	Annex A: A.2.1.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: HIPERLAN/2 Security architecture: Confidentiality protection: Defined algorithm for confidentiality protection: Triple-DES
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Use of the Unicast encryption
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of DES algorithm (defined for confidentiality protection) for AP/CC and MT
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of Triple-DES (EDE mode) algorithm (defined for confidentiality protection) for AP/CC and MT
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: DES: Implementation of DES
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Triple-DES: Implementation of Triple-DES
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of Authentication with a pre-shared key
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of Authentication with RSA based signatures
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of one out of six different key identifiers
	
	


9. Specification: 3GPP TS 33.105, V10.0.0, (2011-03) (Release 10) [9]
Title: 3G Security; Cryptographic Algorithm Requirements [9]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.1.1.1
	Functional algorithm requirements: Authentication and key agreement: Overview: Generation of quintets in the AuC: Concealment of the sequence number (SQN xor AK), generated by the HLR/AuC along-with the anonymity key (AK)
	
	

	5.1.6.7
	Functional algorithm requirements: Authentication and key agreement: Type of algorithm: f5: The use of f5
	
	

	5.1.6.8
	Functional algorithm requirements: Authentication and key agreement: Type of algorithm: f5*: The use of f5*
	
	


10. Specification: 3GPP TS 33.110, V10.1.0, (2011-06) (Release 10) [10]
Title: Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal [10]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	Annex F: F.1.1
	TLS profiles: TLS profile for certificate based mutual authentication between Terminal and NAF Key Center: Introduction: Implementation of all other TLS extensions (except the server_name TLS extension) as specified in RFC 3546
	
	

	Annex F: F.1.2
	TLS profiles: TLS profile for certificate based mutual authentication between Terminal and NAF Key Center: Protection mechanisms: Terminal implementation of all other Cipher Suites (except CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA) as defined in RFC 2246 and RFC 3268
	
	

	Annex F: F.1.2
	TLS profiles: TLS profile for certificate based mutual authentication between Terminal and NAF Key Center: Protection mechanisms: NAF Key center implementation of all other Cipher Suites (except CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA) as defined in RFC 2246 and RFC 3268
	
	

	Annex F: F.2.1
	TLS profiles: TLS profile for Shared key-based mutual authentication between Terminal and NAF Key Center: Introduction: Implementation of all other TLS extensions (except the server_name TLS extension) as specified in RFC 3546
	
	

	Annex F: F.2.1
	TLS profiles: TLS profile for Shared key-based mutual authentication between Terminal and NAF Key Center: Protection mechanisms: Terminal implementation of all other Cipher Suites (except CipherSuite TLS_PSK_WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_PSK_WITH_AES_128_CBC_SHA) as defined in PSK TLS
	
	

	Annex F: F.2.1
	TLS profiles: TLS profile for Shared key-based mutual authentication between Terminal and NAF Key Center: Protection mechanisms: NAF Key Centre implementation of all other Cipher Suites (except CipherSuite TLS_PSK_WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_PSK_WITH_AES_128_CBC_SHA) as defined in PSK TLS
	
	


11. Specification: 3GPP TS 33.141, V12.0.0, (2012-06) (Release 12) [11]
Title: Presence service; Security [11]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.1
	Security Architecture: Overview of the security architecture: Depending on the implementation, the Presence Server may authenticate an anonymous watcher depending on the Subscription Authorization Policy
	
	

	Annex D
	GPRS-IMS-Bundled Authentication for Ut interface security: Support of TLS in the UE and in the AS/AP in the present TS document
	
	


12. Specification: 3GPP TS 33.203, V12.0.0, (2012-06) (Release 12) [12]
Title: 3G Security; Access security for IP-based services [12]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	5.1.4
	Security features: Secure access to IMS: Integrity protection: Note 1: Support of TLS by SIP proxies according to RFC 3261
	
	

	5.1.4
	Security features: Secure access to IMS: Integrity protection: Note 1: The intra-domain Zb interface
	
	

	6.4
	Security mechanisms: Hiding mechanisms: Implementation of the Hiding Mechanism
	
	

	7.1
	Security association set-up procedure: Security association parameters: Note 6: An already existing TCP connection may be reused by both the P‑CSCF or the UE
	
	

	7.1
	Security association set-up procedure: Security association parameters: Note 9: An already existing TCP connection may be reused by both the P‑CSCF or the UE
	
	

	Annex H
	The use of "Security Mechanism Agreement for SIP Sessions" for security mode set-up: The Algorithm parameter (Defines the authentication algorithm)
	
	

	Annex L: L.2
	Application to fixed broadband access: Application of clause 4: In 3GPP IMS, the ISIM to be present on UICC which is usually inserted within the MT component of the UE
	
	

	Annex M: M.7.1
	Enhancements to the access security for IP based services to enable NAT traversal for signaling messages: Security association set-up procedure: Security association parameters: Note: An already existing TCP connection may be reused by both the P‑CSCF or the UE
	
	

	Annex N: N.1
	Enhancements to the access security to enable SIP Digest: SIP Digest: Implementation of the provisions in Annex N
	
	

	Annex N: N.1
	Enhancements to the access security to enable SIP Digest: SIP Digest: Use of the provisions in Annex N
	
	

	Annex N: N.1
	Enhancements to the access security to enable SIP Digest: SIP Digest: The use of one of the authentication mechanisms in the present TS document
	
	

	Annex N: N.2.1.1
	Enhancements to the access security to enable SIP Digest: Authentication: Authentication Requirements: Authentication Requirements for Registrations: If “IMPI*” in SIP Message-1 (SM1), the inclusion of the IP Multimedia Private Identity (IMPI) in SM1
	
	

	Annex N: N.2.1.1
	Enhancements to the access security to enable SIP Digest: Authentication: Authentication Requirements: Authentication Requirements for Registrations: The inclusion of the IMPI and an Authorization header in SM7
	
	

	Annex O: O.1.1
	Enhancements to the access security to enable TLS: TLS: TLS Access Security: Implementation of the provisions in Annex O
	
	

	Annex O: O.1.1
	Enhancements to the access security to enable TLS: TLS: TLS Access Security: Use of the provisions in Annex O
	
	

	Annex O: O.5.1
	Enhancements to the access security to enable TLS: TLS Certificate Profile and Validation: TLS Certificate: CRL distribution point in the certificates
	
	

	Annex O: O.5.3
	Enhancements to the access security to enable TLS: TLS Certificate Profile and Validation: Certificate Revocation: Implementation of CRL infrastructure
	
	

	Annex P: P.3
	Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication: P CSCF procedure selection: For NASS-IMS-bundled authentication (NBA), the inclusion of an Authorization header in a REGISTER request
	
	

	Annex P: P.3
	Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication: P CSCF procedure selection: For Session Initiation Protocol (SIP) Digest, the inclusion of an Authorization header in a REGISTER request
	
	

	Annex P: P.3
	Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication: P CSCF procedure selection: The P CSCF to insert a P-Access-Network-Info header containing the "network-provided" parameter, under the additional conditions that the REGISTER request contains no Authorization header and was received over an access network other than TISPAN NASS or 3GPP
	
	

	Annex P: P.3
	Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication: P-CSCF procedure selection: The removal of a P-Access-Network-Info header with the "network-provided" parameter for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS
	
	

	Annex P: P.6
	Co-existence of authentication schemes IMS AKA, GPRS-IMS-Bundled Authentication, NASS-IMS-bundled authentication, SIP Digest and Trusted Node Authentication: Considerations on the Cx interface: For NASS-IMS-bundled authentication (NBA) the inclusion of an Authorization header in a registration request
	
	

	Annex Q: Q.1
	Usage of the authentication mechanisms for non-registration messages in Annexes N and O: General: TLS, according to Annex O
	
	

	Annex Q: Q.1
	Usage of the authentication mechanisms for non-registration messages in Annexes N and O: General: The IP address check, according to Annex N
	
	

	Annex Q: Q.1
	Usage of the authentication mechanisms for non-registration messages in Annexes N and O: General: The SIP Digest proxy-authentication, according to Annex N
	
	

	Annex S: S.2
	Application to 3GPP2 Access: Application of clause 4: For the purposes of this Annex, the presence of the UICC in the UE
	
	

	Annex S: S.5.4.2.1
	Application to 3GPP2 Access: Network Domain Security for IMS: Profiles of Network Domain Security Methods: Support of IPsec ESP: General: The Confidentiality security service provided by network domain security
	
	

	Annex S: S.5.4.2.2
	Application to 3GPP2 Access: Network Domain Security for IMS: Profiles of Network Domain Security Methods: Support of IPsec ESP: Support of ESP authentication and encryption: Support of the ESP_3DES algorithm as default
	
	

	Annex S: S.5.4.2.2
	Application to 3GPP2 Access: Network Domain Security for IMS: Profiles of Network Domain Security Methods: Support of IPsec ESP: Support of ESP authentication and encryption: Support for the AES CBC cipher algorithm (RFC 3602)
	
	

	Annex T: T.4
	GPRS-IMS-Bundled Authentication (GIBA) for Gm interface: GIBA Security Mechanism: When using IPv6, stateless autoconfiguration is the only IP address allocation method supported by the terminal in GPRS
	
	


13. Specification: 3GPP TS, 33.220, V11.3.0, (2012-06) (Release 11) [13]
Title: Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) [13]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.1
	Generic Bootstrapping Architecture: Reference Model: Support of the reference point Zh’ for/by the BSF
	
	

	4.2.3
	Generic Bootstrapping Architecture: Network elements: HSS: Note 2: GBA User Security Settings (GUSS) shall be able to contain the timestamp indicating the time when the GUSS has been last modified by the HSS
	
	

	4.2.3
	Generic Bootstrapping Architecture: Network elements: HSS: Note 3: These parameters (mentioned in sub-section 4.2.3). And if these parameters are missing from subscriber's GUSS or subscriber does not have GUSS then the BSF will use the default values in the BSF local policy defined by the particular MNO
	
	

	4.4.4
	Generic Bootstrapping Architecture: Requirements and principles for bootstrapping: Requirements on reference point Ub: Note 3: Protection of IMPI by TLS tunnel
	
	

	4.4.5
	Generic Bootstrapping Architecture: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The BSF may have the capability able to send the timestamp of subscriber's GBA user security settings to the HSS (timestamp option)
	
	

	4.4.5
	Generic Bootstrapping Architecture: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The HSS may have the capability to indicate to the BSF whether the BSF already has the latest copy of the GUSS based on the GUSS timestamp (timestamp option)
	
	

	4.4.12
	Generic Bootstrapping Architecture: Requirements and principles for bootstrapping: Requirements on reference point Zh’: Support of the reference point Zh’ for/by the BSF
	
	

	4.5.2
	Generic Bootstrapping Architecture: Procedures: Bootstrapping procedures: Note 4: Ua uses a protocol which transfers the host name (FQDN of NAF as used by UE) to NAF (e.g. HTTP/1.1 with Host request header field)
	
	

	Annex I: I.0
	2G GBA: Introduction: This annex specifies the implementation to allow the use of SIM cards or SIMs on UICC for GBA.
	
	

	Annex I: I.2.3
	2G GBA: Network Elements: HSS: Note 2: Requirements on HSS are: GUSS shall be able to contain the timestamp indicating the time when the GUSS has been last modified by the HSS
	
	

	Annex I: I.2.3
	2G GBA: Network Elements: HSS: Note 3: These parameters (mentioned in sub-Annex I.2.3). And if these parameters are missing from subscriber's GUSS or subscriber does not have GUSS then the BSF will use the default values in the BSF local policy defined by the particular MNO
	
	

	Annex I: I.4.5
	2G GBA: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The BSF may have the capability able to send the timestamp of subscriber's GBA user security settings to the HSS (timestamp option)
	
	

	Annex I: I.4.5
	2G GBA: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The HSS may have the capability to indicate to the BSF whether the BSF already has the latest copy of the GUSS based on the GUSS timestamp (timestamp option)
	
	

	Annex I: I.5.2
	2G GBA: Procedures: Bootstrapping procedures: Note 4: Ua uses a protocol which transfers the host name (FQDN of NAF as used by UE) to NAF (e.g. HTTP/1.1 with Host request header field)
	
	

	Annex I: I.6
	2G GBA: TLS Profile: Support of certificate revocation and of the related fields in certificates
	
	

	Annex J: J.1
	Usage of USS with local policy enforcement in BSF: General: 1) Access control within NAF for Ua requests: Upon receiving the B-TID from the UE, the NAF fetches the USSs, which typically contain NAF specific persistent user identities, and authorization flags
	
	

	Annex M: M.3.4
	GBA_Digest: Network Elements: HSS: Note 2: GUSS shall be able to contain the timestamp indicating the time when the GUSS has been last modified by the HSS
	
	

	Annex M: M.3.4
	GBA_Digest: Network Elements: HSS: Note 3: These parameters (mentioned in Annex M.3.4). And if these parameters are missing from subscriber's GUSS or subscriber does not have GUSS then the BSF will use the default values in the BSF local policy defined by the particular MNO
	
	

	Annex M: M.5.6
	GBA_Digest: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The BSF may have the capability able to send the timestamp of subscriber's GBA user security settings to the HSS (timestamp option)
	
	

	Annex M: M.5.6
	GBA_Digest: Requirements and principles for bootstrapping: Requirements on reference point Zh: Note 1: The HSS may have the capability to indicate to the BSF whether the BSF already has the latest copy of the GUSS based on the GUSS timestamp (timestamp option)
	
	

	Annex M: M.6.3
	GBA_Digest: Procedures: Bootstrapping procedures: Step 0: The use of TLS message integrity
	
	

	Annex M: M.6.3
	GBA_Digest: Procedures: Bootstrapping procedures: Step 0: The use of TLS encryption
	
	

	Annex M: M.7.1
	TLS Profile: General: Support of certificate revocation and of the related fields in certificates
	
	


14. Specification: 3GPP TS 33.234, V11.4.0, (2012-06) (Release 11) [14]
Title: 3G Security; Wireless Local Area Network (WLAN) interworking security [14]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.2.5
	Security Requirements for 3GPP-WLAN Interworking: Security Requirements: Link layer security requirements: WLAN technologies provide link-layer protection of user data
	
	

	5.1.3
	Security Features: Authentication of the subscriber and the network and Security Association Management: Transport of WLAN Access authentication signalling between the WLAN access network and the 3GPP AAA proxy server: The support of IPsec for Diameter, as stated in IETF RFC 3588(‘Diameter base protocol’, September 2003)
	
	

	5.1.6
	Security Features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Implementation support of the User Identity Privacy feature in the network
	
	

	5.1.6
	Security Features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Implementation support of the User Identity Privacy feature in the WLAN UE
	
	

	5.1.6
	Security Features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Use of the User Identity Privacy feature in the network
	
	

	5.1.6
	Security Features: Authentication of the subscriber and the network and Security Association Management: User Identity Privacy in WLAN Access: Use of the User Identity Privacy feature in the WLAN UE
	
	

	5.1.7
	Security Features: Authentication of the subscriber and the network and Security Association Management: Re-authentication in WLAN Access: Use of EAP/SIM/AKA for fast re-authentication in the network, depending on operator's policies
	
	

	6.1.4.1
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/AKA procedure: Use of the EAP/AKA, depending on operator’s policies
	
	

	6.1.4.2
	Security mechanisms: Authentication and key agreement: Fast re-authentication mechanisms in WLAN Access: EAP/SIM procedure: Use of the EAP/SIM, depending on operator’s policies
	
	

	6.6A
	Security Mechanisms: Profile for PDG certificates: Certificate Processing Requirements: k) Support for CRLs in the UE
	
	

	6.6A
	Security Mechanisms: Profile for PDG certificates: Certificate Processing Requirements: k) Support for OCSP in the UE
	
	

	Annex A: A.2.1.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: HIPERLAN/2 Security architecture: Confidentiality protection: Triple-DES
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Use of the Unicast encryption
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of DES algorithm for confidentiality protection in AP/ CC
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of DES algorithm for confidentiality protection in MT
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of Triple-DES (EDE mode) algorithm for confidentiality protection in AP/ CC
	
	

	Annex A: A.2.2.1
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Confidentiality: Implementation of Triple-DES (EDE mode) algorithm for confidentiality protection in MT
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of Authentication with a pre-shared key
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of Authentication with RSA based signatures
	
	

	Annex A: A.2.2.2
	Review of the security of existing WLAN-related technologies: ETSI/BRAN: Security mechanisms: Authentication: Implementation of one out of six available, different key identifiers
	
	


15. Specification: 3GPP TS 33.246, V10.0.0, 2010-12 (Release 10) [15]
Title: 3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS) [15]
	Document

Section/ Sub-section No.
	Security Mechanism
	Mandatory
	Optional

	4.2
	MBMS security overview: Key management overview: Support for master key lengths of 128, 192 and 256 bits for SRTP, according to RFC 3711 (Secure Real-time Transport Protocol) it is mandatory
	
	

	6.3.2.1A
	Security mechanisms: Key management procedures: MSK procedures: MBMS User Service Registration procedure: Implementation of the Back off mode in the BM-SC
	
	

	6.3.2.1A
	Security mechanisms: Key management procedures: MSK procedures: MBMS User Service Registration procedure: Implementation of the Back off mode in the UE
	
	

	6.4.5.1
	Security mechanisms: MIKEY message creation and processing in the ME: MIKEY message structure: MSK message structure: Inclusion of the SP payload into MSK delivery messages by the BM-SC, when the MSK delivery was not triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure
	
	

	6.6.2.1A
	Security mechanisms: Protection of the transmitted traffic: Protection of streaming data: Usage of SRTCP: Encryption of SRTCP packets
	
	

	Annex B: B.1
	Security threats: Threats associated with attacks on the radio interface: Encryption of the MBMS service announcement at RAN level, in case it is transferred over HTTP
	
	

	Annex C: C.5
	MBMS security requirements: Requirements on integrity protection of MBMS User Service data: R6a: Use of integrity
	
	

	Annex L
	Multicasting MBMS user data on Iub: The use of confidentiality protection
	
	
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