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Foreword

This Technical Report has been produced by GISFI.

The contents of the present document are subject to continuing work within the Technical Working Group (TWG) and may change following formal TWG approval. Should the TWG modify the contents of the present document, it will be re-released by the TWG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit shows the release to which the document belongs

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

.
Introduction

1
Scope

This document, study report on Wireless Security Framework Proposal for India, is a deliverable of Security and Privacy working group. The scope of this technical report is to perform a study on the ICT security related testing procedures, processes and related terminologies as mentioned by the DoT (vide Circular “10-15/2011-AS.III/ (21)”, dated 31/05/2011) and to design a framework, including the same, that will find applicability for testing Mobile Communication Network Equipments and Systems. Items within the scope of this study are:

1.
Define the terms, mentioned in the DoT Circular (“10-15/2011-AS.III/ (21)”, dated 31/05/2011), such as Network Forensics, Network Hardening, etc.

2.
Identify the methods or procedures, available and commonly used, to test for Network Forensics, Penetration Testing, Risk Assessment, etc.

3. 
Proposal for modifications and adaptation for the same, for use by Network Equipment Testing and Network Testing Labs.
2
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Definitions, symbols and abbreviations

3.1
Definitions

This document defines the following items.

3.2
Abbreviations

DoT
Department of Telecommunications

ICT                 
Information and Communication Technologies
4
Requirements for a Wireless Security Framework
To be prepared
5
Network Forensics 
5.1 
Introduction and Description
5.1.1
Introduction to Network Forensics
Until recent times, network security-related aspects dealt with the prevention of threats and attacks accompanied by passive investigation and analysis of the same in the post-attack situation. The various techniques designed for the pre-attack (prevention) or post-attack (passive investigation) were sufficient until the time that threats and attacks began to be assisted by the growing influence and reach provided by the cyberspace and also that the frequency of threats and attacks increased manifold times. To meet these challenges posed, the network forensics sub-discipline evolved as an extension of the network security model. Network forensics is the process of capturing information that moves over a network and trying to make sense of it in some kind of forensics capacity. It is sometimes loosely called as ‘Live Forensics’ because one of the ways of implementing it involves active network information capture and analysis.

5.1.2
Definition
Marcus Ranum [1] is credited with defining network forensics as “the capture, recording, and analysis of network events in order to discover the source of security attacks or other problem incidents.”
Another definition of network forensics is as: “The use of scientifically proved techniques to collect, fuse, identify, examine, correlate, analyze, and document digital evidence from multiple, actively processing and transmitting digital sources for the purpose of uncovering facts related to the planned intent, or measured success of unauthorized activities meant to disrupt, corrupt, and or compromise system components as well as providing information to assist in response to or recovery from these activities” [2]
In brief, Network forensics is the capture, storage, and analysis of network events.
5.1.3
Description
Network forensics can be grouped as a sub-branch in the family of ‘Digital Forensics’, along-with the previously established ‘Computer Forensics’ sub-branch. It means collecting and analyzing logs and captured packets in a networked environment to investigate a hacking or attack incident. 
Generally, it is considered the application of science to the identification, collection, examination, and analysis of data while preserving the integrity of the information and maintaining a strict chain of custody for the data. [3]
According to Simson L. Garfinkel, author of several books on security, network forensics systems can be one of two kinds [4]:
· "Catch-it-as-you-can" systems, in which all packets passing through a certain traffic point are captured and written to storage with analysis being done subsequently in batch mode. This approach requires large amounts of storage, usually involving a RAID system.

· "Stop, look and listen" systems, in which each packet is analyzed in a rudimentary way in memory and only certain information saved for future analysis. This approach requires less storage but may require a faster processor to keep up with incoming traffic.
Both approaches require significant storage and the need for occasional erasing of old data to make room for new.
Network forensics products that capture and analyze information are sometimes known as Network Forensic Analysis Tools (NFATs).
Apart from the perspective of security attacks, network forensics is much more applicable on a daily basis for

· Analyzing common network issues (malfunctioning or a failing network device)
· Improving network performance

· Tuning intrusion detection solutions

· Identifying rogue device access to the net

· Stopping network hacks or viruses

Monitoring network usage for regulatory and corporate compliance
5.2 
An Overview of The National Institute of Standards and Technology (NIST) Guide to Integrating Forensic Techniques into Incident Response (SP800-86)
The NIST SP800-86 Guide [3] mentions four basic phases of a generic forensic process: collection, examination, analysis and reporting. Applying this to the case of network forensic process, it describes it as follows:

a. Collection of Data from Network Traffic Data sources: The major categories of network traffic data sources are firewalls and routers, packet sniffers and protocol analyzers, Intrusion Detection Systems (IDSs), remote access, security event management (SEM) software, and network forensic analysis tools as well as several other types of data sources (Dynamic Host Configuration Protocol Servers, Network Monitoring Software, etc)
Network traffic data is usually recorded to a log or stored in a packet capture file. The NIST guide describes the legal considerations (for example, privacy issues) and also the technical issues (data storage capacity, attacks via alternate access points) that are encountered during the data collection process.

b. Examination and Analyzing Network Traffic Data: The first step in the examination process is the identification of an event of interest, which event is either identified real-time when the issue event occurs or at the time of review of security event data. For initial event data examination, analysts typically rely on a few primary data sources, such as an IDS console that displays alerts from all IDS sensors, or SEM or NFAT software that consolidates many other data sources and organizes the data. The Guide enlists the various primary data sources under the heading of ‘Data Source Value’. Not only is this an efficient solution, but also in most cases the event of interest will be identified by an alert from one of these primary data sources.

If additional data is needed but cannot be located and the suspicious activity is still occurring, analysts might need to perform more data collection activities.
Because network forensics can be performed for many purposes with dozens of data source types, analysts may use several different tools on a regular basis, each well-suited to certain situations. Analysts should be aware of the possible approaches to examining and analyzing network traffic data and should select the best tools for each case, rather than applying the same tool to every situation.
This phase also includes drawing conclusions and attacker identification, as detailed in the guide.

c. Reporting: The final phase of the computer and network forensic process, which involves reporting the results of the analysis; this may include describing the actions used, explaining how tools and procedures were selected, determining what other actions need to be performed (e.g., forensic examination of additional data sources, securing identified vulnerabilities, improving existing security controls), and providing recommendations for improvement to policies, guidelines, procedures, tools, and other aspects of the forensic process.
5.3 
An Industry Best Practice: Overview of a Network Forensic solution
According to one of the industry best-practice, the general purpose network forensics solutions have four capabilities [5]: capturing data, recording data, discovering data, and analyzing data. A brief explanation on these capabilities is as follows:
· Capturing and Recording Data: This is the ability to capture and store multiple terabytes of data from high-throughput networks (for example, 10 Gigabit) without dropping or missing any packets. Every network forensic solution has its limitations, including sustainable throughput, packets per second, data management, search functions, etc. These limitations can and should be determined through practical lab tests, and the results should be repeatable and documented.

· Discovering Data: Once data are recorded on the storage media, the solution should provide a mechanism to filter particular items of interest, for example, by Internet Protocol (IP) address, application, context, etc.

· Analyzing Data: Finally, some built-in assistance for examining the patterns and anomalies found during the discovery process is required to help one determine what actions were recorded in the captured packets.
Of the above three steps, Data Discovery and Data Analysis are the most critical steps in a network forensic solution. The common steps [5] involved in the data discovery and analyses in a digital investigation are explained as below.

a) Data Discovery: Separate Network Data: Based upon suspicious activity, a network forensic analyst must be able to automatically extract or fetch network data using one or multiple parameters, such as source/destination IP address, source/destination port, time, date, protocol, string, and more. This can be achieved by applying a filter(s) to a specified data file set or by isolating data by connection for further investigation.

b) Data Analysis: Perform Packet Drill-Down: The common steps performed in this analysis phase are: detailed analysis through Packet Decode, Packet Sequence Analysis, Multi-Segment Analysis (To analyze how the packets will behave after passing through one or multiple network device(s)), Extract Stream by IP/Protocol/Application.

c) Data Analysis: Enumerate the data: Extraction and reconstruction of the captured traffic into a readable format, for example, a work document, Portable document format (PDF) file, email, web page, etc. for in-depth analysis.
5.4 
Global initiatives in the area of Network Forensics
5.4.1
The International Telecommunication Union – Telecommunication Standardization Sector [6] (ITU-T) and the International Multilateral Partnership Against Cyber Threats [7] (IMPACT) Alliance
On 8th September 2011, IMPACT has formally become the cyber security executing arm of the United Nations’ (UN) specialised agency -International Telecommunication Union (ITU) in a landmark agreement that was signed during the World Summit for Information Society 2011 (WSIS) Forum in Geneva, May 2011. IMPACT is tasked by ITU with the responsibility of providing cyber security assistance and support to ITU’s 193 Member States and also to other organisations within the UN system. [7]
The ‘Centre for Training & Skills Development’ within the IMPACT-Alliance conducts a comprehensive course that prepares IT professionals and practitioners for the most up-to-date developments in cyber security. One of the specialized training programs is titled ‘IMPACT Network Forensics’. [8]
5.4.2
The European Telecommunications Standards Institute [9] (ETSI) and Group 2000 [10]
Group 2000 is the leading and innovative partner for: Network Forensics Solutions, ICT Services, and Communication Services. 

Group 2000 is a full ETSI member and is actively participating in the ETSI TC-LI (Technical Committee Lawful Interception. The Group 2000 helps to define the European standards for Lawful Interception and Data Retention. [11]
6 
Network Hardening
6.1
Introduction and Description
6.1.1
Introduction to Network Hardening

As IT network environments grow and change along-with the growth of the businesses employing them, internal and external threats are also evolving to counter the security protocols that have been implemented in the past. The process of evaluating a network’s security hardware, software, and processes and then making the appropriate adjustments to strengthen them is called "Network Hardening".
6.1.2
Description

Network hardening involves the steps taken to secure a network and the devices on it. It is a process to address network security vulnerabilities by implementing software version/patches, introducing new security systems and adopting better configurations and operation policies. Network hardening is a part of the process of ‘baselining’ to reduce the risk of attacks, which involves preparing and using a minimum set of requirements for securing network devices.
Along-with network hardening, securing the entire infrastructure also involves ‘hardening’ of both the Operating Systems installed on the network computers and also all Applications and Services installed on network based host systems. The operating systems refer to the examples of Windows, Linux, Solaris, etc. The applications and services refer to the examples of Web servers, E-mail servers etc.

There are various standard, network hardening guides by the National Institute of Standards and Technology [12] (NIST), Centre for Internet Security [13] (CIS), SysAdmin Audit Network Security Network [14] (SANS), and the Institute of Electrical and Electronics Engineers [15] (IEEE).
In general, Network hardening can be achieved using a number of different techniques [16]: 

· Updating Software and Hardware: An important part of network hardening involves an ongoing process of ensuring that all networking software together with the firmware in routers is updated with the latest vendor supplied patches and fixes. 

· Password Protection: Most routers and wireless access points provide a remote management interface which can be accessed over the network. It is essential that such devices are protected with strong passwords. 

· Unnecessary Protocols and Services: All unnecessary protocols and services must be disabled and, ideally, removed from any hosts on the network. 

· Ports: A hardened network should have any unneeded ports blocked by a firewall and associated services disabled on any hosts within the network. 

· Wireless Security: Wireless networks must be configured to highest available security level. For older access points Wireless Equivalent Privacy (WEP) security should be configured with 128-bit keys. Newer routers should implement Wi-Fi Protected Access (WPA) security measures. 

· Restricted Network Access: A variety of steps should be taken to prevent unauthorized access to internal networks. The first line of defense should involve a firewall between the network and the internet. Other options include the use of Network Address Translation (NAT) and access control lists (ACLs). Authorized remote access should be enabled through the use of secure tunnels and virtual private networks.
6.2
An Overview of Network Hardening Methodologies
6.2.1
The NIST Security Configuration Checklists Program
A security configuration checklist (sometimes called a lockdown, hardening guide, or benchmark) is a series of instructions for configuring a product to a particular security level (or baseline). [17]
A checklist might include any of the following [17]:

· Configuration files that automatically set various security settings (standard XML format such as that utilized in the SCAP, executables, security templates that modify settings, and scripts);

· Documentation (for example, a text file) that instructs the checklist user how to interactively configure software to recommended security settings;

· Documentation explaining the recommended methods to securely install and configure a device; and

· Policy documents that set forth guidelines for such things as auditing, authentication security (for example, passwords), and perimeter security.

· Checklists can also include administrative practices (such as management and operational controls) for an IT product that go hand-in-hand with improvements to the product’s security.
The NIST Checklist Program [17] established a centralized repository for checklist content and subsequent updates so that consumers could use this “one-stop-shop” to locate the most current security guidance documents. The NIST Beta Checklists repository, released in May 2005, contains checklists and descriptions for over 110 checklists addressing approximately 130 platforms, including but not limited to, database systems, Dynamic Host Configuration Protocol (DHCP) servers, directory services, Domain Name System (DNS) servers, firewalls, multi functional peripherals, network routers, network switches, operating systems, vulnerability management software, Web browsers, Web servers, and popular desktop and office automation products.

The NIST has also released Special Publication (SP) 800-70 [18] (Security Configuration Checklists Program for IT Products – Guidance for Checklists Users and Developers). According to this Special Publication, the NIST identifies two broad operational environments are referred to as Standalone (or Small Office/Home Office [SOHO]) and Managed (or Enterprise), for the purpose of applicability of checklists to the general security requirements associated with these environments, and this allows end users to more easily select the checklists that are most appropriate for their environments using which they can harden their networks.

NIST has produced a variety of SPs that are particularly useful for the Standalone and Managed operational environment. Relevant publications available from the NIST security website include (Kindly refer Annex A.):  Guidance for system administration of Microsoft Windows systems, telecommuting, wireless network security, active content and mobile code, security patches, firewalls, information security testing, and incident handling.
6.2.1.1
Below are the general Security Practices for the Standalone Environment [18]
· Use of small hardware firewall appliances at Internet connections to block inbound connections and to filter outbound traffic, if feasible 

· Use of personal firewall products on Standalone systems 

· Application (e.g., antivirus software, web browser, and email client) and operating system updates patches applied regularly 

· Web and email clients configured to filter and block traffic/messages that could contain malicious content 

· Unnecessary applications disabled (e.g., personal web servers, Simple Network Management Protocol [SNMP], messaging) 

· Encryption used for wireless network traffic and as appropriate for other traffic 

· Restrictions on which systems/users can connect to wired and wireless local area networks (LAN) 

· Restrictions on user privileges 

· Restrictions on sharing resources such as directories or printers 

· Backup and recovery procedures 

· Physical security procedures

6.2.1.2
Below are the general Security Practices for the Managed Environment [18]
· Segmented internal networks with internal firewalls and other defense-in-depth techniques 

· Centralized management of systems with highly restricted local user access 

· Centralized management of security-related applications such as antivirus software 

· Automated installation of system and application patches and updates 

· Restricted access to printer and multi-function devices and their features 

· Centralized systems for log monitoring 

· Centralized backup and recovery facilities
6.2.2
The Center for Internet Security Benchmarks Division
The Center for Internet Security (CIS) is a not-for-profit organization focused on enhancing the cyber security readiness and response of public and private sector entities, with a commitment to excellence through collaboration.
The CIS Security Benchmarks division [19] improves organization's security posture by helping them reduce the risk of business and e-commerce disruptions resulting from inadequate technical security controls. The Division provides enterprises with consensus best practice standards for security configurations, as well as resources for measuring information security status and for making informed decisions about security investments.
The Security Configuration Benchmarks are distributed free of charge to propagate their worldwide use and adoption as user-originated, de facto standards.
The Security Configuration Benchmarks that can be used for hardening networks are categorized into six groups as [13]:

a) Desktop Software Benchmarks

b) Mobile Device Benchmarks

c) Network Device Benchmarks

d) Operating System Benchmarks

e) Multi Function Print Devices Benchmarks

f) Server Software Benchmarks

6.2.3
The SANS Security Policy Templates and Guidelines from the SANS Reading Room
The SANS Institute defines ‘Network Security Policy Templates’ [20] that can be used for implementing the minimum security requirements with key network elements. 

They are as follows: 

a) Analog/ISDN Line Policy: Defines standards for use of analog/ISDN lines for Fax sending and receiving, and for connection to computers.
b) Demilitarized Zone (DMZ) Lab Security Policy: Defines standards for all networks and equipment deployed in labs located in the "Demilitarized Zone" or external network segments.

c) Remote Access Policy: Defines standards for connecting to the organization's network from any host or network external to the organization.

d) Router Security Policy: Defines standards for minimal security configuration for routers and switches inside a production network, or used in a production capacity.

e) Third Party Network Connection Agreement: Defines the standards and requirements, including legal requirements, needed in order to interconnect a third party organization's network to the production network. This agreement must be signed by both parties.
f) VPN Security Policy: Defines the requirements for Remote Access IPSec or L2TP Virtual Private Network (VPN) connections to the organization's network.

Apart from the Network Security Policy Templates, the SANS Reading Room [14] , provides an extensive database of guidelines for hardening network elements. 

Examples of such guidelines are Router Hardening Step-by-Step [21], Hardening Bastion Hosts [22], etc.
7
Network Penetration Testing 
7.1
Introduction and Description 

7.1.1
Introduction to Penetration Testing
IT systems, whether private or public, can be vulnerable to unauthorized, and usually anonymous, attempts to access them. Public and private entities are often unable to grasp the full extent of today’s complex communication networks and often they have little or no control over the public networks to which they connect to. To protect IT networks, it is therefore required to devise test methods that ‘simulate’ the attacker’s (hackers) perspective in order to ensure that the security testing conditions are as practical as possible. Such test methods are commonly termed as “Penetration tests”. 

Technically, a penetration test is a controlled attempt (by possibly eliminating any negative impacts on the network) at penetrating a computer system or network from the outside in order to detect any vulnerability. Corrective measures can then be taken to eliminate the vulnerabilities before they can be exploited by unauthorized third parties.
7.1.2
Definition, by various organizations
a) The National Institute of Standards and Technology (NIST) [23] defines Penetration testing as a Security testing in which evaluators mimic real-world attacks in an attempt to identify ways to circumvent the security features of an application, system, or network.

b) The System Administration, Networking and Security Institute (SANS) [24] defines Penetration testing as the process of attempting to gain access to resources without knowledge of usernames, passwords and other normal means of access. If the focus is on computer resources, then examples of a successful penetration would be obtaining or subverting confidential documents, pricelists, databases and other protected information.
c) Penetration testing can also be defined as a test of a network's vulnerabilities by having an authorized individual actually attempt to break into the network. The tester may undertake several methods, workarounds and "hacks" to gain entry, often initially getting through to one seemingly harmless section, and from there, attacking more sensitive areas of the network. [25]
7.1.2
Description
Penetration testing can reveal to what extent the security of IT systems is threatened by attacks by hackers, crackers, etc., and whether the security measures in place are currently capable of ensuring IT security. Penetration testing can also be useful for determining [23]:

· How well the system tolerates real world-style attack patterns

· The likely level of sophistication an attacker needs to successfully compromise the system

· Additional countermeasures that could mitigate threats against the system

· The Defenders’ ability to detect attacks and respond appropriately.
The results of these tests or attacks are then documented and presented as report to the owner of the system and the vulnerabilities identified can then be resolved.

The main thing that separates a penetration tester from an attacker is permission. The penetration tester will have permission from the owner of the computing resources that are being tested and will be responsible to provide a report. [24]
A penetration test does not last forever. Depending on the organization conducting the tests, the time frame to conduct each test varies. The results of a penetration test conducted, at a given time, with a given configuration, determines the ‘strength’ or ‘weakness’ and the related vulnerabilities for that given time only. Depending on the changes in the network configuration, with time, the results of the previously conducted penetration tests do not hold valid and hence require another execution of penetration tests. This is because, with changes in the network configuration, the possibility of new vulnerabilities being created is unavoidable.
7.2 
An Overview of Penetration Testing standardized methodologies 

7.2.1
The Common Criteria (CC) Penetration Testing Methodology  
The Common Criteria (CC) [26], more specifically known as The Common Criteria for Information Technology Security Evaluation, was adopted and published by the ISO/IEC, following earlier attempts to integrate information technology and computer security criteria by various regional SDO’s.
According to the CC [27], the Penetration testing phase is a concluding part of, or more generally interpreted as the next phase of, the Vulnerability Analysis phase and can be illustrated as in Figure 1.
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Figure 1. Illustration of the various stages leading to the Penetration Testing phase, 

as interpreted from the CC.

Based on the Vulnerability Analysis phase, which searches for vulnerabilities in the Target of Evaluation (TOE: a set of software, firmware and/or hardware possibly accompanied by guidance) and analyses its impact, test cases for the Penetration test are formulated and then executed to determine the exploitability of the discovered vulnerabilities. 

The CC methodology places a special importance on documenting of vulnerabilities and also that of the Penetration test ideas, in order to make the tests and their results repeatable for various related purposes.

CC Part 3 provides background to penetration testing as part of the AVA (Vulnerability Assessment) class of assurance requirements. More detailed guidance can be found in the AVA sections within Common Methodology for Information Technology Security Evaluation (CEM).
7.2.2
The National Institute of Standards and Technology (NIST) Penetration Testing Methodology  
From the smart electric power grid and electronic health records to atomic clocks, advanced nanomaterials, and computer chips, innumerable products and services rely in some way on technology, measurement, and standards provided by the National Institute of Standards and Technology, a non-regulatory federal agency within the U.S. Department of Commerce. Figure 2 represents the four phases of penetration testing, as outlined by the NIST SP800-115 [23].
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Figure 2. NIST: Four-Stage Penetration Testing Methodology.

The four phases are:

a) Planning phase: In the planning phase, rules are identified, management approval is finalized and documented, and testing goals are set. The planning phase sets the groundwork for a successful penetration test. No actual testing occurs in this phase.

b) Discovery phase: The discovery phase of penetration testing includes two parts. The first part is the start of actual testing, and covers information gathering and scanning.

The second part of the discovery phase is vulnerability analysis, which involves comparing the services, applications, and operating systems of scanned hosts against vulnerability databases (a process that is automatic for vulnerability scanners) and the testers’ own knowledge of vulnerabilities.

c) Attack phase: The attack phase represents the individual steps of the attack phase—the process of verifying previously identified potential vulnerabilities by attempting to exploit them.

d) Reporting phase: The reporting phase occurs simultaneously with the other three phases of the penetration test (see Figure 2). In the planning phase, the assessment plan is developed. In the discovery and attack phases, written logs are usually kept and periodic reports are made to system administrators and/or management. At the conclusion of the test, a report is generally developed to describe identified vulnerabilities, present a risk rating, and give guidance on how to mitigate the discovered weaknesses.
7.2.3
The Open Source Security Testing Methodology Manual (OSSTMM) Penetration Testing Methodology
The OSSTMM [28] is a peer-reviewed methodology for performing security tests and metrics. It is a project maintained by the Institute for Security and Open Methodologies (ISECOM) [29].
This manual [30] is adaptable to almost any audit type, including penetration tests.

The OSSTMM names the Penetration test as ‘Black Box test’, [30] and categorizes it as a ‘Double Blind Test Type’ out of its six types of test, which are defined on the basis of the available knowledge between the Target and the Tester (Attacker). The Double Blind test type is one where the tester engages the target with no prior knowledge of its defenses, assets, or channels. The target is not notified in advance of the scope of the audit, the channels tested, or the test vectors. A double blind audit tests the skills of the tester and the preparedness of the target to unknown variables of agitation.
The Penetration test is a part the concluding phase (Intervention phase) of a four-stage methodology and can be illustrated as in Figure 3.
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Figure 3. Illustration of the various stages leading to the Penetration Testing phase, 
as designed by the OSSTMM.
The OSSTMM test methodology covers the OSSTMM-defined three security classes [30] (viz. Physical Security, Spectrum Security and Communications Security), that comprise of 5 OSSTMM-defined channels which are: Human, Physical, Wireless, Telecommunications and Data Networks.
7.2.4
The Information Systems Security Assessment Framework (ISSAF) Penetration Testing Methodology
The ISSAF [31] is a peer reviewed structured framework from the Open Information Systems Security Group [32] (OISSG) which can model the internal control requirements for information security. By defining the tests along with the domains to be tested, it seeks to unify management policies with technical operations to ensure there is complete alignment between all levels in between.
The ISSAF Penetration testing methodology [33] is designed to evaluate a network, system and application controls. It consists of three phases approach and nine steps assessment. The approach includes following three phases:

a) Phase – I: Planning and Preparation.
b) Phase – II: Assessment: Nine steps of Assessment: Information Gathering, Network Mapping, Vulnerability Identification, Penetration, Gaining Access & Privilege Escalation, Enumerating Further, Compromise Remote Users/Sites, Maintaining Access, and Covering Tracks.
c) Phase – III: Reporting, Clean-up and Destroy Artefacts.
7.2.5
The Open Web Application Security Project (OWASP) Web Application Penetration Testing Methodology
The OWASP [34] is a 501(c) (3) worldwide not-for-profit charitable organization focused on improving the security of software. Their mission is to make software security visible, so that individuals and organizations worldwide can make informed decisions about true software security risks.

The OWASP Testing Guide (Version 3) [35] provides an overview of various testing techniques that can be employed when building a testing program that covers Manual Inspection and Reviews, Threat Modelling, Code Review, and Penetration Testing.
A Web Application Penetration Test focuses only on evaluating the security of a web application.

The process involves an active analysis of the application for any weaknesses, technical flaws, or vulnerabilities. [35] Any security issues that are found will be presented to the system owner together with an assessment of their impact and often with a proposal for mitigation or a technical solution.
According to the OWASP testing framework, the Web Application Penetration test is conducted/ executed in the fourth phase of a web application development, which is the Deployment phase. 
The test methodology is divided into Passive mode and Active mode. 

In the Passive mode, the tester tries to understand the application's logic, and plays with the application. At the end of this phase, the tester should understand all the access points (gates) of the application (e.g., HTTP headers, parameters, and cookies).

The Active mode test methodology is split in 9 sub-categories for a total of 66 controls as [35]:

· Configuration Management Testing

· Business Logic Testing

· Authentication Testing

· Authorization Testing

· Session Management Testing

· Data Validation Testing

· Denial of Service Testing

· Web Services Testing

· Ajax Testing
7.2.6
The National Security Agency’s (NSA), Information Security (INFOSEC) Evaluation Methodology (IEM)
The IEM is a follow-on methodology to the NSA IAM. It provides the technical evaluation processes that were intentionally missing from the IAM. Whereas the IAM provides us with an understanding of organizational security as it relates to policies and procedures, the IEM offers a comprehensive look into the actual technical security at the organization. [36]
An overview of the IEM process as explained by SecurArc [37] is as follows:
a) Pre-Evaluation Phase: 

i. Pull information from IAM Pre-Assessment 

ii. Coordination with the customer to determine acceptable Rules of Engagement (ROE) 

iii. Give the team an understanding of the perceived system components 

iv. Define customer expectations 

v. Define customer constraints or concerns 

vi. Legal Requirements 

vii. Develop the Technical Evaluation Plan (TEP) 

b) On-Site Evaluation Phases:

i. Evaluation In-Brief 

ii. Tool Introduction and System Evaluation 

iii. Port Scanning 

iv. SNMP Scanning 

v. Enumeration & Banner Grabbing 

vi. Wireless Enumeration 

vii. Vulnerability Scanning 

viii. Host Evaluation 

ix. Network Device Analysis 

x. Password Compliance Testing 

xi. Application Specific Scanning 

xii. Network Sniffing 

xiii. Evaluation Out Brief 
c) Post Evaluation Phase:

xiv. Analyze the evaluation raw data 

xv. Conduct additional vulnerability research 

xvi. If necessary, seek additional expertise 

xvii. Develop recommendations 

xviii. Coordinate final report authoring with team members 

xix. Deliver final report to customer

8
Risk Assessment
8.1
Introduction and Description
8.1.1
Introduction to Risk Assessment
Information Technology (IT) systems are prone to numerous risks (attacks, threats, hacks) that can be detrimental to the interests of organization-wide or nation-wide systems. Hardening information systems is a means employed to safeguard IT systems. However with the increasing rate of new forms of risks through the cyber space, organizations are required to continually monitor their systems against risks. 

“Risk Management” which is the coordinated activities to direct and control an enterprise with regard to risk [38] is such a means adopted by organizations to regularly plan, assess and respond with action to manage IT networks. 

Risk Assessment which is a process used to identify and evaluate risk and its potential effects [39], is one of the phases of the generic risk management effort. It is a part of and is a regular activity of the IT audit process, the recurrent Risk Management process.
8.1.2
Definition, by various organizations
a) The Information Systems Audit and Control Association (ISACA) define Risk Assessment as a process used to identify and evaluate risk and its potential effects. [39]
b) The System National Institute of Standards and Technology (NIST) defines Risk Assessment as the process of identifying, prioritizing, and estimating risks to organizational operations (including mission, functions, image, reputation), organizational assets, individuals, other organizations, and the Nation, resulting from the operation of an information system. [40]
c) Risk Assessment can also be defined as a report that shows an organization's vulnerabilities and the estimated cost of recovery in the event of damage. It also summarizes defensive measures and the associated costs based on the amount of risk, the organization is willing to accept (the risk tolerance). [41] 
8.1.3 
Description
According to the NIST, the purpose of the risk assessment component is to identify [42]: 

a) Threats to organizations or threats directed through organizations against other organizations or the Nation; 

b) Vulnerabilities internal and external to organizations; 

c) Impact (i.e., harm) to organizations that may occur given the potential for threats exploiting vulnerabilities; and 

d) The likelihood that harm will occur. The end result is a determination of risk (i.e., the degree of harm and likelihood of harm occurring).
In a single statement, risk assessment is a study of the threats, vulnerabilities, probability of the threats and vulnerabilities and the impact (loss) of the same. Through this assessment process the organization is able to validate the effectiveness of current practices and identify areas that need attention.
A risk assessment methodology is the sequence in which the risk assessment process is executed. Risk assessment methodologies are defined by organizations and are a component of the risk management strategy developed during the risk framing step of the risk management process. [40]
8.2

Few of the Risk (Management) Assessment Standards, Guidelines
8.2.1 
The International Organization for Standardization/ International Electro-technical Commission (ISO/IEC) 27005:2011
The ISO/IEC 27005:2011 [42] (Information technology - Security techniques - Information security risk management) provides guidelines for information security risk management. ISO/IEC 27005:2011 is applicable to all types of organizations (e.g. commercial enterprises, government agencies, non-profit organizations) which intend to manage risks that could compromise the organization's information security.
The ISO/IEC 27005 advocates an iterative approach to Risk Assessment. [43]
The Risk Management process framed by the ISO/IEC is as follows [43]:

a) Context Establishment

b) Risk Assessment

c) Risk Treatment

d) Risk Acceptance;

e) along-with the accompanying, parallel processes of Risk Communication and Risk Monitoring and Review.

According to the ISO/IEC 27005, Information Security Risk Assessment phase in the Risk Management process consists of  [43]:

a) Risk Analysis

i. Risk Identification: which consists of identifying of risk in terms of the assets, threats, existing controls, vulnerabilities, impacts.

ii. Risk Estimation: specifies the measure of risk as Qualitative (for example, High, Medium, and Low) or Quantitative (specified in terms of currency (Rupees), time (hours)).

b) Risk Evaluation: compares and prioritizes Risk Level based on Risk Evaluation Criteria and Risk Acceptance Criteria.
8.2.2
The National Institute of Standards and Technology (NIST) Special Publication (SP800-30)
The NIST SP800-30 [40] is named as the Draft version of Guide for Conducting Risk Assessments. 

This (draft) publication changes the focus of Special Publication 800-30, originally published as a risk management guideline. NIST Special Publication 800-39 has now replaced Special Publication 800-30 as the authoritative source of comprehensive risk management guidance. The update to Special Publication 800-30 focuses exclusively on risk assessments, one of the four steps in the risk management process. 
An Overview of the Risk Management process, as defined by the NIST SP800-39 (Managing Information Security Risk) [44]:

Risk management is a comprehensive process that requires organizations to: 
a) Frame Risk (i.e., establish the context for risk-based decisions): to produce a risk management strategy that addresses how organizations intend to assess risk, respond to risk, and monitor risk—making explicit and transparent the risk perceptions that organizations routinely use in making both investment and operational decisions.
b) Assess Risk: to identify: (i) threats to organizations (i.e., operations, assets, or individuals) or threats directed through organizations against other organizations or the Nation; (ii) vulnerabilities internal and external to organizations;14 (iii) the harm (i.e., consequences/impact) to organizations that may occur given the potential for threats exploiting vulnerabilities; and (iv) the likelihood that harm will occur. The end result is a determination of risk (i.e., the degree of harm and likelihood of harm occurring). 

c) Respond to Risk once determined: to provide a consistent, organization-wide, response to risk in accordance with the organizational risk frame by: (i) developing alternative courses of action for responding to risk; (ii) evaluating the alternative courses of action; (iii) determining appropriate courses of action consistent with organizational risk tolerance; and (iv) implementing risk responses based on selected courses of action.

d) Monitor Risk on an ongoing basis using effective organizational communications and a feedback loop for continuous improvement in the risk-related activities of organizations.
The NIST Methodology for Risk Assessment:

A component of the Risk Management process, as outlined above, the risk assessment methodology [40] is a risk assessment process, together with the following sub-components:

a) A Risk Model: Risk models define the key terms used in risk assessments including the risk factors to be assessed and the relationships among those factors. They are terms such as Threats, Threat Source, Likelihood, Impact, etc.

b) An Assessment Approach: Risk, and its contributing factors, can be assessed in a variety of ways, including (i) Quantitatively (employing a set of methods, principles, or rules for assessing risk based on the use of numbers - where the meanings and proportionality of values are maintained inside and outside the context of the assessment.), (ii) Qualitatively (employing a set of methods, principles, or rules for assessing risk based on non-numerical categories or levels (e.g., very low, low, moderate, high, very high)), or (iii) Semi-quantitatively (employing a set of methods, principles, or rules for assessing risk that uses bins, scales, or representative numbers whose values and meanings are not maintained in other contexts).

c) An Analysis Approach: An analysis approach can be: (i) threat-oriented, starting with the identification of threat sources and threat events; (ii) asset/impact-oriented, starting with the identification of high-value assets or highly adverse impacts; or (iii) vulnerability-oriented, starting with a set of predisposing conditions or exploitable weaknesses/deficiencies in organizational information systems or the environments in which the systems operate. Other analysis approaches are graph-based analyses (functional dependency network analysis, attack tree analysis for adversarial threats, fault tree analysis for other types of threats) and rigorous analysis (accounting for many-to-many relationships between the various risk factors of the risk model).

An overview of the Risk Assessment process, as framed by the NIST [40] can be illustrated as in Figure 1. below.
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Figure 1. Risk Assessment Process.

8.2.3 
The Information Systems Audit and Control Association (ISACA) Risk IT Framework
The ISACA Risk IT is a framework based on a set of guiding principles for effective management of IT risk. [45]
The Risk IT process model [46] is divided into three domains—Risk Governance, Risk Evaluation and Risk Response, each containing three processes:

a) Risk Governance (RG)

· RG1 Establish and maintain a common risk view

· RG2 Integrate with ERM

· RG3 Make risk-aware business decisions

b) Risk Evaluation (RE)

· RE1 Collect data

· RE2 Analyse risk

· RE3 Maintain risk profile

c) Risk Response (RR)

· RR1 Articulate risk

· RR2 Manage risk

· RR3 React to events

Part of the Risk Governance (viz. one activity of the RG1) and the Risk Evaluation (RE1, RE2, RE3) domain bears the analogy of generic Risk Assessment phase in the overall risk management process. A brief outline of the Process Goal and Key Activities for the same is as follows [46]:

a) RG1: Establish and Maintain a Common Risk View.

Process Goal: Ensure that risk management activities align with the enterprise’s objective capacity for IT-related loss and leadership’s subjective tolerance of it.

Key Activity (relevant one, of the several): 

RG1.1 Perform enterprise IT risk assessment.
b) RE1: Collect Data.

Process Goal: Identify relevant data to enable effective IT-related risk identification, analysis and reporting.

Key Activities:

RE1.1 Establish and maintain a model for data collection.

RE1.2 Collect data on the operating environment.

RE1.3 Collect data on risk events.

RE1.4 Identify risk factors.

c) RE2: Analyse Risk.

Process Goal: Develop useful information to support risk decisions that take into account the business relevance of risk factors.

Key Activities:

RE2.1 Define IT risk analysis scope.

RE2.2 Estimate IT risk.

RE2.3 Identify risk response options.

RE2.4 Perform a peer review of IT risk analysis.

d) RE3: Maintain Risk Profile.

Process Goal RE3: Maintain an up-to-date and complete inventory of known risks and attributes (e.g., expected frequency, potential impact, and disposition), IT resources, capabilities and controls as understood in the context of business products, services and processes.

Key Activities:

RE3.1 Map IT resources to business processes.

RE3.2 Determine business criticality of IT resources.

RE3.3 Understand IT capabilities.

RE3.4 Update IT risk scenario components.

RE3.5 Maintain the IT risk register and IT risk map.

RE3.6 Develop IT risk indicators.

8.2.4
The Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE®) Suite
OCTAVE® is a suite of tools, techniques, and methods for risk-based information security strategic assessment and planning [47]. It is developed by Carnegie Mellon University, SEI (Software Engineering Institute).

Each phase of the OCTAVE® Method contains two or more processes. The following list includes the processes for each phase of OCTAVE® [48]: 

a) Phase 1: Build Asset-Based Threat Profiles 

i. Process 1: Identify Senior Management Knowledge 

ii. Process 2: Identify Operational Area Knowledge 

iii. Process 3: Identify Staff Knowledge 

iv. Process 4: Create Threat Profiles 

b) Phase 2: Identify Infrastructure Vulnerabilities 

i. Process 5: Identify Key Components 

ii. Process 6: Evaluate Selected Components 

c) Phase 3: Develop Security Strategy and Plans 

i. Process 7: Conduct Risk Analysis 

ii. Process 8: Develop Protection Strategy
9
Proposal/ Recommendations on modification and adaptation of the following, as required by the DoT Circular
To be prepared
9.1
Network Forensics 
To be prepared
9.2
Network Hardening 

To be prepared
9.3
Penetration Testing
To be prepared
9.4
Risk Assessment
To be prepared
10
Proposal/ Recommendations on actions to fix and prevent recurrence of (security) problems as required by the DoT Circular
To be prepared
11
Conclusions
To be prepared
Annex A (informative):
The NIST Special Publications Guidance documents for Network Hardening
The following is the list of NIST SP Guidance documents for Network Hardening:

1. NIST SP 800-28 Version 2, Guidelines on Active Content and Mobile Code, http://csrc.nist.gov/publications/nistpubs/800-28-ver2/SP800-28v2.pdf
2. NIST SP 800-40 Version 2, Creating a Patch and Vulnerability Management Program, http://csrc.nist.gov/publications/nistpubs/800-40-Ver2/SP800-40v2.pdf
3. NIST SP 800-41 Revision 1, Guidelines on Firewalls and Firewall Policy, http://csrc.nist.gov/publications/nistpubs/800-41-Rev1/sp800-41-rev1.pdf
4.  NIST SP 800-44 Version 2, Guidelines on Securing Public Web Servers, http://csrc.nist.gov/publications/nistpubs/800-44-ver2/SP800-44v2.pdf
5.  NIST SP 800-45 Version 2, Guidelines on Electronic Mail Security, http://csrc.nist.gov/publications/nistpubs/800-45-version2/SP800-45v2.pdf
6.  NIST SP 800-46 Revision 1, Guide to Enterprise Telework and Remote Access Security, http://csrc.nist.gov/publications/nistpubs/800-46-rev1/sp800-46r1.pdf
7.  NIST SP 800-48 Revision 1, Guide to Securing Legacy IEEE 802.11 Wireless Networks, http://csrc.nist.gov/publications/nistpubs/800-48-rev1/SP800-48r1.pdf
8.  NIST SP 800-97, Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i, http://csrc.nist.gov/publications/nistpubs/800-97/SP800-97.pdf
9.  NIST SP 800-61 Revision 1, Computer Security Incident Handling Guide, http://csrc.nist.gov/publications/nistpubs/800-61-rev1/SP800-61rev1.pdf
10.  NIST SP 800-83, Guide to Malware Incident Prevention and Handling,

 http://csrc.nist.gov/publications/nistpubs/800-83/SP800-83.pdf
11. NIST SP 800-68 Revision 1, Guide to Securing Microsoft Windows XP Systems for IT Professionals: A NIST Security Configuration Checklist,

http://csrc.nist.gov/itsec/guidance_WinXP.html
Annex B (informative):

Below are the general steps for hardening Operating Systems [18]
1. Abort or Shutdown or block, Non-essential services 

2. Regular updating of Patches and Fixes 

3. Enforcing strong Password Management 

4. Disabling or removal of unnecessary accounts 

5. File and Directory Protection through the use of Access Control Lists (ACLs) and file permissions 

6. File and File System 

7. Enable Logging of all activity, errors and warnings 

8. Disable File Sharing
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